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Stakeholder Participation is Key 

 

I commend the OEWG for allowing all stakeholders to participate and to speak in this intersessional 

meeting. As SNV, we were among those organizations whose participation in the OEWG’s formal July 

session was vetoed. Contributions of stakeholders heard throughout this informal session show the 

value of hearing non-governmental voices on these issues. I have previously proposed concrete mo-

dalities for increasing the participation of stakeholders in this group.1 Among my suggestions are re-

thinking the veto modalities, allowing stakeholders to make statements in each thematic sessions (in-

stead of only the dedicated stakeholder session), and allowing for the hybrid participation of stake-

holders to facilitate a more inclusive participation. The modalities2 for stakeholder participation in the 

Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of 

Information and Communications Technologies for Criminal Purposes can serve as orientation. 

 

OEWG should Focus on Developing Concrete Guidance for Norms Implementation 

 

On the issue of norms implementation, I would like to commend this group for the very tangible dis-

cussion on confidence-building measures (CBMs), specifically of a points of contact (POC) directory.3 

In my view, the next issue this group should tackle with emphasis should be advancing the debate 

 
1  https://www.derstandard.at/consent/tcf/story/2000138304344/cybersicherheit-wer-soll-dabei-mitreden.  
2  https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/information-for-multi-stakehol-

ders.html.  
3  https://unoda-documents-library.s3.amazonaws.com/Open-ended_Working_Group_on_Informa-

tion_and_Communication_Technologies_(2021)/Guiding_Questions_(December_Inter-Sessional)_.pdf.  
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https://unoda-documents-library.s3.amazonaws.com/Open-ended_Working_Group_on_Information_and_Communication_Technologies_(2021)/Guiding_Questions_(December_Inter-Sessional)_.pdf
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about cyber norms. The final report of the 2019-2021 group of governmental experts (GGE)4 was a 

crucial step in this regard, and it was heartening to see both the 20155 and 2021 GGE reports endorsed 

by the last OEWG6, and in July’s Annual Progress Report7 of this group. Making use of this momentum, 

this group should, in future sessions, focus on how to drive norms implementation forward. In this 

context, I would like to commend Canada’s work on a norms guidance text8 and Singapore’s efforts 

developing norms implementation checklists9. In future sessions, I would like to see discussions about 

the concrete implementation of individual norms. 

 

I believe that work on norms implementation could come in the shape of guidance and checklists of a 

voluntary nature, but which will nevertheless have the value of sharing best practices. The individual 

norms differ in the degree to which states are interpreting and implementing them, as well as in the 

degree of international consensus on their implementation. Following the modus operandi of a gradual 

approach favored by many delegations, deliberations could start with developing guidance for how to 

implement norms where states already see a fair amount of consensus over their implementation, like 

protecting critical infrastructures, before moving on to more challenging ones. By adapting the OSCE’s 

“adopt a CBM” approach to the OEWG in an “adopt a norm” initiative, individual states could champion 

the implementation of individual norms, ensuring gradual progress.10 

 

When it comes to developing such guidance, I see a crucial role for stakeholders because in many cases, 

effective implementation will require coordination and cooperation with non-state actors, so they can 

and should weigh in when it comes to developing ideas for concrete implementation. At SNV11, we are 

currently developing concrete ideas for how to implement the norm prescribing that states should 

increase the security of ICT supply chains12 - and will continue with other norms and their correspond-

ing implementation. I am sure that other stakeholders can provide input for how to implement other 

norms, so it would be crucial to create openings in future sessions for hearing stakeholders’ input in 

this regard. 

 

 
4  https://undocs.org/en/a/76/135. 
5  www.undocs.org/en/a/70/174.  
6  www.undocs.org/en/a/75/816.  
7  www.undocs.org/en/a/77/275.  
8  https://front.un-arm.org/wp-content/uploads/2021/02/new-updated-norms-guidance-text-feb-11-

clean.pdf.  
9  https://www.csa.gov.sg/News/Publications/singapore-cybersecurity-strategy-2021.  
10  https://directionsblog.eu/a-path-to-progress-at-the-un-cybersecurity-forum/.  
11  Stiftung Neue Verantwortung e. V. (SNV) is a non-partisan and independent think tank focusing on tech pol-

icy based in Berlin. We conduct applied research on how to design tech policy with special regard to the 
well-being of all members of society. 

12  https://www.stiftung-nv.de/en/subproject/cyber-diplomacy-and-cyber-foreign-policy. 
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States Should Share Information about their Norms Implementation Efforts 

 

Finally, states should also consider communication channels for how states share information about 

norms implementation efforts with other members of the international community. The UNIDIR cyber 

policy portal Survey of National Implementation13 is a productive first step in this regard, as are the 

efforts by individual states to make transparent their individual norms implementation efforts by pub-

lishing implementation reports14. I would encourage other states to make use of both channels, and 

especially use the functionality of sharing the survey results with the public, as this will then allow 

stakeholders to provide tailored recommendations based on this data. 
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13  https://nationalcybersurvey.cyberpolicyportal.org/. 
14  https://www.internationalcybertech.gov.au/sites/default/files/2020-12/how-australia-implements-the-

ungge-norms.pdf; https://unoda-web.s3.amazonaws.com/wp-content/uploads/2019/09/uk-un-norms-non-
paper-oewg-submission-final.pdf.  
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