
  Overview of Global Cybersecurity Efforts: Current Gaps  – March 2022 
www.itu.int/gci 

Not for public distribution 

 

 1| 14 

Overview of Global Cybersecurity Efforts: Current Gaps  
based on the Global Cybersecurity Index 2020 

 

Executive Summary 
As the Open-Ended Working Group on security of and in the use of information and 

communications technologies (OEWG) enters its fourth and fifth sessions, it faces increased 

demands and challenges to address its mandate, including: 

 Existing and potential threats  

 Rules, norms, and principles of 

responsible state behaviour in 

cybersecurity 

 International law 

 Confidence-building measures 

 Capacity-building 

 Regular institutional dialogue 

To support OEWG discussions and delegates’ awareness about the cybersecurity landscape, 

the International Telecommunications Union (ITU), the UN’s specialized agency for information 

and communication technologies (ICTs), offers insights relevant to discussion based on the 

Global Cybersecurity Index (GCI) 2020 Report. The selected GCI 2020 data included in this 

paper intends to complement OEWG’s mandate (resolution 75/240). Since 2015, the GCI has 

uniquely offered insights of the commitments to cybersecurity taken by 194 countries. As 

cybersecurity risks, priorities, and resources evolve, the GCI has been updated to give a more 

accurate viewpoint on the cybersecurity activities of countries.  

Across regions, GCI results show overall 

improvement and strengthening of all five 

pillars of the Global Cybersecurity Agenda. 

However, among the five measures in the 

GCI -  Legal, Technical, Organizational, 

Capacity Development, and Cooperation – 

key gaps have persisted over the years, also 

reflected in slower rates of improvement for  

Least Developed Countries (LDCs), 

Landlocked Developed Countries (LLDCs), 

and Small Island Developing States (SIDS). 

In addition,  

 

 41 countries reported not having any personal data protection/breach notification 

regulation (page 3); 

 What is regulated as illegal online behavior varies between regions (page 4); 

 While 50% of countries have a Computer Incident Response Team (CIRT) at the 

national level, only 27% have a comprehensive CIRT, and almost 30% of countries 

have none at all (page 5); 

 Sectoral CIRTs remain less common (page 6); 

 82% of countries have areas for expansion in their National Cybersecurity Strategies 

(page 7); 
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http://www.itu.int/gci
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.itu.int/en/action/cybersecurity/Pages/gca.aspx
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 LDCs lag behind in implementing National Cybersecurity Strategies, but have the 

opportunity to include critical infrastructure protection in new Strategies (page 8); 

 Countries with populations coming online for the first time often lack Child Online 

Protection (COP) initiatives (page 9); 

 Only 47% of countries reported having any cybersecurity trainings for government 

actors (page 10); 

 48% of countries are part of a multilateral agreement that includes information sharing 

capacity development (page 11); and, 

 Almost a third of countries reported not having any Public-Private Partnerships (PPPs) 

(page 12). 

 

More information about the Global Cybersecurity Index can be found at itu.int/gci.  

Data collection for the next edition of the GCI starts in spring 2023. 

  

http://www.itu.int/gci
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Legal Measures 

Regulations related to personal data/privacy protection are more common 

than before 

 

Legal frameworks related to cybersecurity are essential for setting responsibilities, 

expectations, and rights, ultimately protecting against cyber threats. Given the changing 

nature of digital technologies, laws and regulations provide a framework for operations, and 

need to be adapted to ensure that they are correctly achieving their goals.  Privacy has been 

particularly impacted by the evolution of the internet, as a result, data protection and breach 

notification have emerged as a key point of discussion.  

Since 2018, there has been a little growth in regulations related to personal data and breach 

notification, partially as a result of the large increase in the preceding year with the 

introduction of General Data Protection Regulation (GDPR) and other similar frameworks. 

However, despite over 100 countries having regulations related to both data protection and 

breach notifications, in the 2020 edition of the GCI, 41 countries reported not having any 

such regulations.  

Some countries reported that harmonizing their privacy related regulations with international 

practices has been a challenge. In addition, related issues around cross-border sharing of 

data has been reported as of particular concern.  
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For the OEWG, the varying stages of country maturity when it comes to privacy should be 

considered when working towards state implementation of international norms, rules and 

principles. 

 

http://www.itu.int/gci
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Countries and regions often vary in what constitutes illegal online behavior  

 

As countries move to implement legal frameworks related to cybersecurity, more countries 

have codified what constitutes illegal online behavior. Globally, countries are most likely to 

have laws related to illegal access of devices, computer systems and data, with the CIS region 

and European countries most likely to have such laws. 

On the topic of laws on online identity and data theft, European countries and those in Asia 

Pacific are most likely to have laws addressing these areas, while Africa and the Americas are 

least likely. 

Regional and international fora have provided to be one way for countries to begin building 

common frameworks around illegal online behavior. Notably, the Budapest Convention on 

Cybercrime marked a significant step forward, with 67 countries currently signatories. Actors 

like the UN Office of Drugs and Crime (UNODC), INTERPOL, among others are also active in 

this sphere. 

The execution of Mutual Legal Assistance Treaties (MLATs) between law enforcement 

between countries can benefit from harmonized definitions. 
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For the OEWG and its discussions of existing and potential threats, it should consider that 

there remains variation what constitutes illegal online behaviour, and that such variation 

may have negative impact on efforts to share information and build international norms.  

 

 

http://www.itu.int/gci
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Technical Measures 

More can be done to enhance Computer Incident Response Teams  

 

For countries with a Computer Incident Response Team (CIRT), which may also take the form 

of a Computer Emergency Response Team (CERT) or Computer Security Incident Response 

Team (CSIRT), among other names, serves as a trusted focal point responsible for receiving, 

reviewing, and responding to cybersecurity security incidents/emergencies. As national and 

international coordination centers for cybersecurity issues, national CIRTs enhance 

responsive and effective cybersecurity efforts through early warnings, detection and 

identification of activities, mitigation and response strategies, information sharing, and 

coordination within and beyond national borders. The national CIRT should be regarded as a 

key government agency with a critical role similar to the functions of law enforcement, fire 

emergency services and national defense. 

In the 2020 GCI, a CIRT was considered as comprehensive if it: 1) Engaged in/executed 

cybersecurity awareness activities, 2) Conducted regular cyber security exercises, 3) Had 

publicly available advisories, and 4) Contributed to the issues of Child Online Protection 

Increasingly, CIRTs report positive outcomes from collaborations with regional and 

international partners. ITU works with Member States to build capacities at national and 

regional level and is assisting in establishing and enhancing national CIRTs. To date, ITU has 

established or enhanced CIRTs in 17 countries, conducted CIRT assessments for more than 80 

countries, and has held 35 CyberDrills at the national, regional, and international levels 

involving more than 120 countries. Other important actors in developing, supporting, and 

enhancing CIRTs include FIRST. 
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For the OEWG, addressing existing and potential threats needs to incorporate CIRTs as 

vital actors. Developing and/or enhancing CIRTs will be an ongoing process as countries 

mature in their cybersecurity capacities. In addition, CIRTs can serve as important link for 

international cooperation and collaboration, particularly around technical discussions.  

http://www.itu.int/gci
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Establishment of Sectoral CIRTs continues to expand slowly 

 

Sectoral CIRTs are less common than national CIRTS. Designed to address the specific needs 

of a sector, such as finance, energy, health, transport and more, sectorial CIRTs develop 

specialized knowledge into both the behavior and risks of facing their constituents, as well as 

the pathways for recovery. Sectoral CIRTs are particularly useful during times of increased 

threats when vital sectors are exposed to more malicious ICT activities, such as during 

COVID-19 pandemic on health care sector. 

Sectoral CIRTs can also be drivers for standards discussions, development, and 

implementation. As part of Global Cybersecurity Index discussions, experts have noted that 

the use of standards to identify and implement appropriate cybersecurity members is 

increasingly important, and that in addition to general standards applicable for most 

organizations, sectoral support can support standards uptake. 

Sectoral cybersecurity intervention has been reported as a challenge for smaller economies 

and populations due to resourcing needs. As with national CIRTs, regional cooperation has 

been used by some countries, particularly smaller countries, to address sectoral needs.  

 

  

35

25

3

24

3

10

7

9

7

5

4

13

2

1

12

9

2

23

0 10 20 30 40 50

Africa

Americas

Arab Countries

Asia Pacific

CIS

Europe

Percentage of countries with comprehensive Sectorial 
CERT/CIRT/CSIRTs

No Partial/ in progress Comprehensive programs

For the OEWG, addressing existing and potential threats needs to incorporate solutions 

which addresses the specific needs of sectoral actors. In addition, given the value of 

regional cooperation for sectoral CIRTs, promoting further cooperation and collaboration 

can build a more effective cybersecurity response. 

http://www.itu.int/gci
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Organizational Measures 

While many countries have an NCS, what they address can be expanded 

 

As part of the organizational measures promoting effective governance and coordination 

mechanisms, a National Cybersecurity Strategy (NCS) often forms the bedrock for 

cybersecurity efforts at the national level. An NCS is a comprehensive framework to be 

developed, implemented and executed in multi-stakeholder approach that tackles 

coordinated action for prevention, preparation, response, and incident recovery on the part of 

government authorities, the private sector and civil society.1 Additionally, an NCS provides a 

framework for allocating human and financial resources2 to identify the national cybersecurity 

objectives and prioritize the resources for their implementation with the aim of improving the 

security and resilience of a country.  

GCI 2020 data shows that while many countries have some form of an NCS, many countries’ 

NCS do not address recommended components, such as lifecycle assessment, national 

cybersecurity audits or metrics for assessing cyberspace-associated risks and critical 

infrastructure protection and resiliency. 

ITU supports countries NCS development with a free online course as well as table-top 

exercises, in conjunction with Member States.3 In addition, actors who collaborated on the 2nd 

Edition of the Guide to developing a National Cybersecurity Strategy are active in this area. 

 

 
1 https://ncsguide.org/  
2 https://cybersecurity.att.com/blogs/security-essentials/cybersecurity-strategy-explained  
3 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cybersecurity-national-strategies.aspx  
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For the OEWG, in order to address the rules, norms, and principles of responsible state 

behaviour in cybersecurity, it is important to ensure that NCSes appropriately incorporate 

these concepts. 

http://www.itu.int/gci
https://ncsguide.org/
https://cybersecurity.att.com/blogs/security-essentials/cybersecurity-strategy-explained
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cybersecurity-national-strategies.aspx
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As countries adopt National Cybersecurity Strategies, they should follow the 

practice of addressing critical infrastructure protection 

 
Encouragingly, the majority of countries with a NCS include references to national critical 

infrastructure protection.  

The NCS Guide, developed in partnership with 20 actors from Intergovernmental and 

International Organisations, the private sector, as well as academia and civil society, highlights 

that the security and continuity of critical infrastructure is a key priority area.4 The impact of 

critical infrastructure disruption can be far-reaching; “the potential consequences of an 

incident impacting [critical infrastructure] can disrupt social order, the delivery of essential 

services, and the economic wellbeing of a country.” 5 

Addressing critical infrastructure protection goes beyond the NCS document itself. The 

process of developing or updating an NCS is an opportunity for countries to consult with 

critical infrastructure stakeholders and better understand their needs and concerns, as well as 

build inter- and intra-national frameworks to promote greater cyber resilience,6 not just for 

themselves, but also for their regions and partners.  

Information-sharing, sharing of best/good practices, and capacity development around the 

cybersecurity of critical infrastructure can help countries better address this capacity. 

 

 

 
4 https://ncsguide.org/  
5 https://ncsguide.org/  
6 https://www3.weforum.org/docs/WEF_Cyber_Resilience_Index_2022.pdf  
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For the OEWG and its goal to support the implementation the norms, rules and principles, 

states should continue promoting the importance of security and continuity of critical 

infrastructures under their jurisdiction from ICT threats. In particular, OEWG can promote 

that States should integrate a risk-management approach into NCS, identifying and 

protecting critical infrastructures and essential services. 

 

 

http://www.itu.int/gci
https://ncsguide.org/
https://ncsguide.org/
https://www3.weforum.org/docs/WEF_Cyber_Resilience_Index_2022.pdf
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Capacity Development Measures 

Many countries with people coming online for the first time lack Child Online 

Protection efforts  

 

Even before the COVID-19 pandemic forced the rapid digitization of the lives of children and 

young people, in turn increasing the risks that they face. In GCI 2020, 63% of countries 

reported some sort of Child Online Protection (COP) campaign active or recently active, 

primarily in countries with high levels of internet penetration. Countries with low levels of 

internet penetration, primarily in LDCs and other developing countries, often do not have any 

COP strategies or activities, leaving young people coming online more exposed. 

Children and young people are also facing a gap in cybersecurity skills – 62% of countries did 

not report offering any cybersecurity related curricula in primary or secondary schooling, with 

this being most pronounced in Africa and the Americas. Cybersecurity, whether 

independently taught or as part of other courses, supports countries’ long term-capacity to 

deal with cybersecurity challenges and improves individual literacy to manage cybersecurity-

related issues in daily life.7 

ITU is increasingly working with countries on COP materials, frameworks, and guides, in 

coordination with a wide variety of governments, private sector, and non-profit actors.8 ITU is 

also working with local actors to promote digital skills initiatives, such as the ITU Academy 

Training Centres (ATCs). A range of other digital skills initiatives have been launched by 

various actors in recent years, especially in response to the COVID-19 pandemic.9 

 

 
7 DOI:10.18178/ijiet.2020.10.5.1393 
8 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP/COP.aspx  
9 https://academy.itu.int/sites/default/files/media2/file/21-00668_Digital-Skill-Insight-
210831_CSD%20Edits%206_Accessible-HD.pdf  
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For the OEWG and its goals of capacity building, promoting efforts to enhance the 

cybersecurity skills among as well as protection of children and young people online, can 

support the development of safer digital ecosystems.  

http://www.itu.int/gci
http://dx.doi.org/10.18178/ijiet.2020.10.5.1393
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP/COP.aspx
https://academy.itu.int/sites/default/files/media2/file/21-00668_Digital-Skill-Insight-210831_CSD%20Edits%206_Accessible-HD.pdf
https://academy.itu.int/sites/default/files/media2/file/21-00668_Digital-Skill-Insight-210831_CSD%20Edits%206_Accessible-HD.pdf
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Many countries are still not training government officials on necessary 

cybersecurity skills and knowledge 

 

Given that cybersecurity is integral to numerous government processes, all government actors 
need sufficient cybersecurity knowledge and skills to develop appropriate policies, carry out 
government activities, and act as appropriate stewards of their responsibilities, whether those 
be diplomatic, legal, financial, technical, regulatory, and human rights or national security 
matters. It is recommended that countries incorporate cybersecurity trainings and build 
expertise across different ministries and national agencies to raise awareness about the 
intersection between cybersecurity and other policy areas. 

Regular trainings that address the skill levels, situations, and needs of government actors can 

support to ensure the long-term digital transformation of a country and its government.  

In GCI 2020, only 47% of countries reported having any cybersecurity trainings for government 

actors, with the gap largest in LDCs (25% of LDCs have trainings, compared to 66% of 

developed countries). These trainings were often not offered or tailored to specific sectors of 

government which may have specific needs or skill levels.  

For the population as a whole, 73% of countries have or are developing cybersecurity 

awareness campaigns for the population as a whole.  

Similar distribution of cybersecurity training frequency was also found for Small and Medium 

Enterprises (SMEs), law enforcement actors, and judicial actors.  
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For the OEWG and its goal of capacity building, promoting efforts to enhance the 

cybersecurity skills of government actors can lead to better policies, government services, 

and international collaborations between governments. Currently, efforts to improve the 

cybersecurity knowledge and skills of government actors remains uneven. 

http://www.itu.int/gci
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Cooperation Measures 

Fostering international collaboration can help to promote the use of ICTs for 

peaceful purposes  

 

In the context of malicious ICT activities, transcending borders of every country, international 

cooperation, and multilateral agreements are essential tools to address, mitigate and fight 

threats such as cyberattacks on national critical infrastructures, cybercrime, and others. 

Increasing international cooperation has the potential to tackle and better respond to 

cybersecurity challenges and codify norms and rules towards an open, secure, stable, 

accessible and peaceful ICT environment.  

Encouragingly, many countries are part of multi-lateral agreements that address both 

information sharing as well as capacity development – key activities for developing long-term 

cybersecurity resilience. However, inter-regional cooperation still has room for growth, in 

particular in the Americas and in Africa.  

As countries and regional organizations develop and expand multilateral agreements, they 

should consider addressing information sharing and capacity development between various 

actors in their countries. These can take the form of sharing threat information, doing joint 

trainings, and professional exchanges.   
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For the OEWG, and its goal of developing and supporting the implementation of global 

confidence-building measures (CBMs), which can help to build a common understanding 

among states as well as increase transparency, States should continue engaging in 

international cooperation and exchange lessons learned and good practices. International 

cooperation also supports the implementation of norms for responsible State behaviour 

and enhances capacity-building. 

 

 

 

http://www.itu.int/gci
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Many governments are not engaging with PPPs as strategic priority to 

mitigate cybersecurity challenges 

 

While the formal definition of Public-Private Partnerships (PPPs) differs based on countries' laws 

and regulations, and their structure will vary based on the project needs, PPPs have emerged 

as a promising approach to address cybersecurity challenges. The diversity of actors operating 

in cyberspace presents challenges for governments to manage cybersecurity incidents and the 

constantly shifting threat landscape alone. Effective PPPs can provide a platform for timely 

information sharing about threats and vulnerabilities.  

Considering that many countries have critical infrastructure owned, managed, or operated by 

the private sector, PPPs can be used reduce and mitigate vulnerabilities and resolve financial 

and technological constraints. As a result, PPPs “may be necessary to protect   integrity, 

functioning and availability”10 of national critical infrastructures. Government authorities and 

infrastructure owners and operators should strive to build strong and trusting relationships to 

share best practices to secure national critical infrastructures. 

In GCI 2020, almost a third of countries (63) reported having no PPPs at all. These countries 

can begin working with companies to establish relationships. Countries with existing PPPs can 

enhance capacity-building as part of PPPs, and work to nurture a robust cybersecurity 

ecosystem in their countries and regions.  

Currently, a number of actors work to support governments with establishing and 

maintaining PPPs. Notably, the World Bank’s PPP Resources11 and ENISA offers 

recommendations on how to run a setup and run a PPP.12 

 

 
10 https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf  
11 https://www.worldbank.org/en/topic/publicprivatepartnerships  
12 https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ppps  
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For the OEWG and its discussions on existing and emerging threats, the private sector can 

be a valuable partner in identifying, tracking, and mitigating cybersecurity threats. In 

addition, the private sector can be useful in supporting activities around critical 

infrastructure protection. 

http://www.itu.int/gci
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://www.worldbank.org/en/topic/publicprivatepartnerships
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ppps
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Appendix 
Regions are based on ITU Regions – Africa, Americas, Arab States, Asia  and the Pacific, CIS, 

and Europe.  

Acronyms 
ATC Academy Training Center 

CBM Confidence Building Measure 
CIRT Computer Incident Response Team 

CIS Commonwealth Independent States 
COP Child Online Protection 
GCI Global Cybersecurity Index 

GDPR General Data Protection Regulation 

ICT Information and Communications Technology 

INTERPOL  

ITU International Telecommunication Union 
LDC Least Developed Country 

MLAT Mutual Legal Assistance Treaties 

NCS National Cybersecurity Strategy 

OEWG Open Ended Working Group 
PPP Private-Public Partnerships 

SDO Standards development organizations 
SMEs Small, Medium-Enterprises 
UNODC UN Office of Drugs and Crime 

 

ITU resolutions related to cybersecurity 
Resolution Topics addressed 

Plenipotentiary Res 
130 (Rev. Bucharest, 
2022) 

Information sharing, international cooperation, cybersecurity 
frameworks, capacity development, awareness raising, institutional 
capacity, SMEs, infrastructure, Global Cybersecurity Index, Global 
Cybersecurity Agenda 

Plenipotentiary Res 
179 (Rev. Bucharest, 
2022) 

Child Online Protection (COP), international cooperation 

WTDC Res 45 (Rev. 
Kigali 2022) 

Information sharing, international cooperation, capacity 
development, vulnerable populations, Global Cybersecurity Index, 
cybersecurity frameworks, 

WTDC Res 64 (Rev. 
Kigali 2022) 

Information sharing, cooperation, capacity development 

WTDC Res 67 (Rev. 
Kigali 2022) 

Child Online Protection (COP), international cooperation 

WTDC Res 69 (Rev. 
Kigali, 2022) 

CIRTs, international cooperation, capacity development, 
information sharing 

WTSA Res 50 
(Geneva 2020) 

Cybersecurity standards, international cooperation, emerging 
risks, awareness raising, information sharing  

http://www.itu.int/gci
https://www.itu.int/hub/membership/our-members/directory/?myitu-members-states=true&request=countries
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/md/18/wtdc21/c/D18-WTDC21-C-0103!R1!PDF-E.pdf
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WTSA Res 52 
(Geneva 2020) 

Spam, international cooperation 

WTSA Res 75 
(Geneva 2020) 

World Summit on the Information Society, Sustainable 
Development Goals, developing countries 

WTSA Res 58 (Dubai 
2012) 

CIRT, international cooperation 

 

ITU Study Groups related to cybersecurity 
Study Group Question 3/2 – Securing information and communication networks: Best 

practices for developing a culture of cybersecurity 

Study Group 17 - ITU-T Study Group 17 (SG17) coordinates security-related work across all 

ITU-T Study Groups, often working in cooperation with other standards development 

organizations (SDOs) and various ICT industry consortia. 
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