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UNIDIR’s role in ICT security capacity-building

“Capacity” is a combination of different factors:
* Knowledge
« Capital
* Institutions and policies

» Technology and other physical assets

We support knowledge- / institution-building and policy development
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UNIDIR’s role in ICT security capacity-building

UNIDIR is a voluntary funded organization:

* 100% of the Program’s activities and staff is funded through the voluntary
contributions of our donors

* In 2022-2023, SECTEC received financial support from 14 donors for its
activities:

« Core programme donors included Czech Republic, Germany, Italy,
the Netherlands, Switzerland, and Microsoft.

« Additional support for specific activities and workstreams was
received from Australia, Canada, France, EU, Japan, New Zealand, the
Russian Federation, and the United Kingdom.
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Activities

Production of research
papers to support better
understanding of specific
issues (e.g. norms,
international law).

Production of tools and
methods (e.g. taxonomy of
malicious ICT acts,
foundational cyber
capabilities matrix, etc.).




Activities

Annual Cyber Stability
Conference.

Ad hoc thematic seminars
and clinics.

Security and Technology
School.

Ad hoc training modules

Table-top Exercises and
scenario-based
simulations.




Activities

- Development and
maintenance of UNIDIR’s
Cyber Policy Portal in all
UN official languages.

Development of
maintenance of UNIDIR’s
Cyber Policy Database.

Collaboration and data
sharing with other relevant
initiatives and tools (e.g.
GFCE’s Cybil Portal).
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How is the focus of activities decided?

¥

UNIDIR’s ICT Security
Capacity-Building Priorities




We design & deliver capacity-building activities
both independently and in partnership with
others

Selected examples

« Other UN agencies: UNODA and UNITAR

* Regional and Sub-regional Organizations: African Union, ASEAN, EU, OAS
 Civil society and other NGOs: GFCE




How could the OEWG better support future
capacity-building work by UNIDIR?

« Continue to use APRs to identify priority issues for upcoming sessions
« Build in time for more focused discussions on selected topics

* Increase awareness of existing resources and promote their use



Thank you!

Contact:
Giacomo Persi Paoli

Head, Security and Technology Programme
UNIDIR

giacomo.persipaoli@un.org

Further readings:

www.unidir.org
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