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ELAC Intervention 

United Nations Open-ended Working Group on security of and in the use of information 
and communications technologies (OEWG) 

 
 

Good afternoon, Mr Chair, distinguished Delegates and Colleagues, 

 

My name is Tsvetelina van Benthem and I am speaking on behalf of the Oxford Institute for Ethics, 
Law and Armed Conflict (ELAC), which convenes the Oxford Process on International Law 
Protections in Cyberspace.   

Mr Chair, allow me to first express our appreciation for your efforts to ensure the participation of all 
interested stakeholders in the work of the OEWG, including through this dedicated session and the 
opportunity to intervene in the other thematic sessions of the Group. We are all stakeholders in 
these discussions. Our efforts and voices have, and continue to add expert perspectives to the 
conversation, build legal and technical State capacities, and create bridges between positions. The 
broader stakeholder community is thus actively contributing to the fostering of international peace and 
security in the field of ICTs. We thank you for recognising this, and for giving us a seat at the table 
during these informal inter-sessional meetings. 

In line with the Annual Progress Report, we were asked to comment on topics which could support 
and foster confidence-building. Our work at ELAC focuses on the application of international law to 
ICTs, and I will therefore focus my remarks on the interaction between confidence-building measures 
and international law. I will first address the close relationship between the discussions on confidence-
building and the international legal regulation of ICTs. I will then turn to concrete confidence-building 
initiatives conducted by our Institute. Finally, and looking ahead, I will outline existing needs in the 
area of confidence-building and practical ways of meeting them with the support of the broader multi-
stakeholder community. 

 

Confidence-building and international law 

One of the prime examples of a commitment to multilateralism and confidence-building are the 
ongoing efforts to clarify the application of international law to ICTs and to ensure the law’s effective 
implementation. As affirmed in the 2021 Report of the OEWG, confidence-building measures 
‘comprise transparency, cooperative and stability measures’ that ‘can contribute to preventing conflicts, 
avoiding misperception and misunderstandings.’ International law, as the regulatory backbone of 
the international system, seeks to ensure predictable and stable interactions between actors.  

Meaningful engagement with the substance and processes of international law can contribute to the 
building of trust in three key ways: 

• First, efforts to ensure a shared view of international law are themselves a way of 
building confidence in the system. Securing meaningful access to the discussions on 
international law for all States, taking due account of their available capacities, is a 
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crucial confidence-building effort. Equitable participation creates trust in the process, and 
therefore in international law itself. 

• Second, by clarifying what is prohibited, permitted and required under international 
law, States create legal expectations, foster legal certainty and mitigate the risk of 
diverging interpretations of the law. We thus welcome the elaboration and public 
distribution of national positions on the application of international law to ICTs. These detailed 
and comprehensive positions have significantly contributed to the clarification of existing 
obligations. We encourage all States to develop such positions in the coming years, as this 
process strengthens the open and transparent exchange of views on the regulation of ICTs. 

• Third, the elaboration of practical measures for the implementation of international 
legal obligations signals a commitment to the rules-based order and to the 
operationalisation of protections. The public disclosure of such measures and international 
cooperation in their implementation are forms of confidence-building measures. 

Confidence-building measures, such as the work of representative forums for discussion of 
international legal questions, the publication of State positions and cooperation on implementation 
measures, all strengthen international law. International law, in turn, can be a powerful tool for building 
trust between States and other actors in the area of ICT security and use.  

 

Confidence-building initiatives: the work of the Oxford Process 

Turning to the overview of concrete confidence-building initiatives conducted by our Institute, I would 
like to first refer to the 2021 Report of the GGE on Advancing Responsible State Behaviour in 
Cyberspace in the Context of International Security, which affirmed, in the section on confidence-
building measures, that ‘dialogue through bilateral, sub-regional, regional and multilateral consultations 
and engagement can advance understanding between States, encourage greater trust and contribute to 
closer cooperation between States in mitigating ICT incidents, while reducing the risks of 
misperception and escalation.’ The Report recognised the role of academia in such consultations and 
engagements. The OEWG has similarly encouraged the ongoing sharing of expertise, knowledge and 
experience between States and other stakeholders, including academic institutions.  

We believe that informal forums for the discussion of international legal questions can play a 
key role in advancing common understandings on regulation. Our experience at ELAC attests 
to this. For the past three years, we have been hosting expert meetings and workshops on the 
application of international law to ICTs within the ambit of the Oxford Process on International Law 
Protections in Cyberspace. These meetings and workshops bring together representatives of States and 
international organisations, academics, the private sector, NGOs and civil society. We strive to ensure 
a diverse set of voices at the table and choose our topics on the basis of the most acute needs of the 
international community. We thus convened discussions on the protection of the healthcare sector 
from cyber attacks, the protection of electoral processes from digital interference, the protection of IT 
supply chains, the regulation of information operations and ransomware, and the international legal 
framework for the taking of countermeasures. Our approach is to examine concrete topics, thus 
ensuring a granular and pragmatic conversation.  

Our work has led to concrete outputs. We issued five Oxford Statements on International Law 
Protections in Cyberspace which outline short lists of consensus protections on the regulation of 
particular objects of protection and types of operations. We recently published a Compendium on the 
Oxford Process, which collates all Statements, workshop reports and background papers prepared for 
our meetings. Through this Compendium, we seek to provide a free, accessible and 
comprehensive overview of our work to States and other interested stakeholders. The 
Compendium does not simply enshrine areas of agreement. In its almost 600 pages, it details both 
what experts agreed on and where they diverged, thus offering a spectrum of interpretations arising 
under the rules of international law and an analysis of these interpretations by leading international 
lawyers. Our hope is that this work will contribute to confidence-building efforts by placing a 
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repository of international law knowledge and expertise in the hands of States. We seek to 
further this confidence-building agenda through our capacity-building efforts – in the past years, we 
have offered tailored workshops and seminars to representatives of a range of States and regional 
organisations. 

 

Looking ahead 

There is a clear and pressing need to build common understandings on the scope of existing rights and 
obligations under international law. In building such common understandings, all States must have a 
meaningful capacity to engage. Trust in international law can only be ensured through trust in 
the inclusivity of the processes for clarifying and developing the law.  

Our concrete suggestions for measures to build this confidence and trust are the following: 

• First, the Group should continue to build consensus on the application of international law to 
ICTs. The discussion on how precisely international law applies to ICTs must achieve more 
granularity. Academia is an ideal forum for convening informal discussions incentivising a free 
and transparent exchange of views. 

• Second, developing and publicising national positions on the application of international law 
to ICTs is a confidence-building measure. Initiatives such as the Oxford Process have already 
been active in supporting States in developing their views on international law, and we would 
welcome further engagement between States and other expert stakeholders. 

• Third, a crucial form of confidence-building is the enhancement of national legal capacity. 
Capacity-building efforts should empower rather than silence. Thus, the focus of such efforts 
should be to open up spaces for constructive dialogue. 

ELAC remains committed to assisting States and other stakeholders in their confidence-building 
efforts, and we look forward to our continued engagement.  

 

We thank you, Mr Chair, for this opportunity to share our views.   

 

 


