Contribution to the Resolution 77/37 Regarding Programme of Action

(PoA)

Carry out studies to reduce the difference in maturity level between countries in cyber
security and determining methodological methods;

Utilize the criteria used in the ITU GCI which is accepted as an important indicator in
determining the maturity level of countries in cyber security, to achieve significant
foresight for determining the potential growth areas of developing countries;

Measure the maturity level of CERTs in detection and intervention to determine the
current situation and to increase their competencies;

Increase exchange of views between member states in the process of harmonization of
national rules and norms with international law and norms;

Encourage cooperation between national incident response teams;

Establish emergency communication channels and platforms that allow sharing of
resources and information between member states;

Share best practices and experiences to better understand the rules, norms, and
principles;

Organize international exercises to increase the cyber incident resilience and response
capacities of countries;

Research national regulatory approaches for the security of emerging technologies and
to prepare international guides for members;

Make recommendations to close the gap between the cyber capacity-building needs of
countries;

Map regional progress in building necessary capacities;

Carry out activities to increase the level of expertise of the personnel working in the
fight against cybercrime;

Include recommendations for development, testing, and implementation of local and

international emergency response plans.



