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REAIM Responsible Artificial Intelligence in the Military Domain (summits) 
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Executive Summary  
Artificial intelligence (AI) is rapidly transforming the military domain  and profoundly influencing 
international peace and security. Initiatives such as the summits on Responsible AI in the Military 
Domain (REAIM) and the Political Declaration on Responsible Military Use of Artificial Intelligence 
and Autonomy , while not being universal processes,  have significantly elevated international 
attention on the military applications of AI . In particular, they have moved the debate beyond lethal 
autonomous weapon systems (LAWS) and have successfully highlighted the multifaceted impacts of 
AI, and so have fostered broader international policy engagement. Building on the political 
momentum generated by these initiatives, resolution 79/239 adopted by the United Nations General 
Assembly in December 2024 has further expanded the international dialogue around AI in the military 
context and has offered Member States, international and regional organizations and the multi -
stakeholder community the opportunity to share their views on opportunities and risks. 

For many years, the United Nations Institute for Disarmament Research (UNIDIR) has played an 
important role in shaping and informing these discussions  and efforts. It has undertaken research, 
facilitated multilateral dialogues, and offer ed policy insights that underline AI ’s transformative 
potential for international peace and security.  

The international community can now shape how AI is used in the military domain, putting principles 
of responsible AI at the core. A central challenge is the complexity of defining the “military domain”. 
States and regions interpret the scope of this domain differently based on their unique security 
landscapes, realities and operational practices. For some countries, military roles extend to internal 
security tasks  such as policing, border control, combating organized crime , protection of critical 
infrastructure or humanitarian relief in response to natural disasters . Others maintain a stricter 
definition, limiting military functions to battlefield engagements. These variations, rather than serving 
as barriers, offer important context for multilateral discussions. International governance frameworks 
must remain flexible and inclusive, acknowledging and adapting to diverse national and regional 
security perspectives.  

In the many operational contexts within the military domain, AI acts as a force multiplier across several 
military tasks, including command and control (C2), information and intelligence, advanced 
autonomy, logistics, training and simulation, and organizational and support functions. In C2, AI 
enhances the speed and quality  of decision-making, thereby helping commanders rapidly analy se 
battlefield scenarios. It has the potential to improve adherence to international humanitarian law (IHL) 
by integrating detailed proportionality and other legal assessments. AI -driven intelligence tools 
analyse large volumes of data at speed, and so improve situational awareness and threat detection. 
In logistics, AI optimizes supply chains and predictive maintenance, enhancing operational 
readiness. AI further supports advanced autonomy in drones, cybersecurity, cognitive warfare and 
information operations.  Training and simulation benefit from AI by creating personalized, realistic  
synthetic environments and scenarios . In short, if developed, deployed and used responsibly, AI 
could increase operational effectiveness, mitigate risks and reduce harm. 

However, integrating AI in military contexts  also presents significant risks and challenges  – 
technological, security, legal, policy and ethical.  
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Technologically, military AI sys tems  face  is sues  re la ted to the  quality, availability and inherent biases  
of data . These may lead to unpredictable  and potentia lly harmful outcomes , including viola tions  of 
interna tional law. The  “black box” na ture  of AI sys tems , often coupled with their adaptiveness  and 
highly context-dependent nature , complicates  trus tworthines s  as ses sments  and may, a t times , 
challenge the  conduct of effective  inves tigations  into a lleged viola tions  of IHL. Cybersecurity 
vulnerabilities  a lso expose AI sys tems  to adversaria l a ttacks , requiring s tringent s ecurity measures . 

Security challenges  include risks  of miscalcula tion and unintended esca la tion, particularly through 
AI-enabled rapid decis ion-making proces ses  and AI-enabled autonomy, which may result in 
escala tory responses . The  potentia l for an AI arms  race  exacerbates  interna tional and regional 
tens ions , poss ibly leading to des tabilizing outcomes  s imilar to his torical arms  competitions . The  
prolifera tion of AI technologies  to non-s ta te  actors  further complica tes  threa t landscapes  and 
necess ita tes  robus t life-cycle  management of military AI sys tems . Additionally, AI-generated 
dis information threatens  socie ta l s tability by undermining trus t in information and can have a  direct 
impact on military operations . 

Legal challenges  revolve around ensuring compliance  with interna tional law, particularly IHL and 
interna tional human rights  law. Key debates  focus  on, among other things , accountability and both 
s ta te  and individual respons ibility for AI-driven actions , especia lly regarding le thal decis ions . S ta tes  
diverge  on whether exis ting legal frameworks  are  sufficient or if new, specia lized regulations  are  
required. Beyond interna tional law, e thical cons iderations  emphas ize  mainta ining human judgment 
in critica l decis ion-making and preventing socie ta l biases  from infiltra ting AI sys tems . The la tter 
requirement calls  for greater divers ity and inclus ivity in AI development. Additionally, bridging gaps  
between government, academia  and the  private  sector remains  challenging ye t crucia l for e ffective 
governance. 

Address ing these  challenges  requires  a  comprehens ive road map with actions  a t the  multila tera l, 
regional and national levels .  

Multila tera lly, es tablishing a  United Nations -led comprehens ive pla tform that enables  a  regular 
ins titutional dia logue to address  military AI’s  broader implications  on international peace and s ecurity 
is  key. This  pla tform could build on the  exis ting internationally developed AI principles  and 
frameworks , such as  UNESCO’s  recommendations  or the  commitments  made in the  Global Digita l 
Compact (e .g. s afe , s ecure  and trus tworthy AI) and further refine  them for application in the  military 
domain. In addition, the  United Nations  could be leveraged as  a  pla tform to develop practica l 
confidence-building measures  (CBMs), lead inclus ive  multi-s takeholder engagement, and de liver 
global capacity-building programmes  tha t enhance global s ecurity via  transparency, cooperation and 
predictability. 

Regionally, exis ting organizational frameworks  can be  used to ta ilor CBMs and guidelines  tha t reflect 
local s ecurity contexts . Cros s -regional dia logues  would facilita te  mutual learning, prevent information 
s ilos , and include divers e  perspective  which would encourage globally coherent responses . 

Nationally, s ta tes  should develop comprehens ive  AI s tra tegies  that deta il vis ion, priorities  and 
governance  frameworks , ensuring compliance with international norms  and e thical s tandards . 
Robus t governance  s tructures  (e .g., dedicated AI s teering committees  and e thics  boards ), a longs ide  
itera tive  legal reviews , would enhance accountability and s afety. Transparent communica tion and 
clearly defined accountability protocols  would further support respons ible  AI implementation. High 
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s tandards  of data  governance, life-cycle  management approaches , rigorous  tra ining programmes  
and updated military operational guidelines  complete  these  proposed national measures , ensuring 
the  respons ible  integration of AI in the  military domain.  

In conclus ion, AI’s  integration into military contexts  presents  both s ignificant opportunities  and 
complex challenges  for interna tional peace and security. Through proactive  governance, inclus ive  
dia logue and context-s ens itive  frameworks , s ta tes  can leverage AI’s  s tra tegic advantages  while  
mitigating as socia ted risks . Embracing divers ity in definitions  and operational contexts , a longs ide 
concerted multila tera l, regional and national actions , will provide a  robus t foundation for respons ible  
and effective  governance of military AI. 
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1. Introduction  
Artificia l inte lligence (AI) is  rapidly trans forming the  military domain, with profound implica tions  for 
interna tional peace and security. Until recently, multila tera l discus s ions  on military uses  of AI were  
limited to the  ques tion of how this  technology re la tes  to le thal autonomous  weapon sys tems  (LAWS) 
– an important yet narrow fie ld of application. In la te  2024, however, the  United Nations  General 
Assembly adopted a  landmark resolution that recognized the  wide  range  of military applications  of AI 
and called for the  examination of this  technology in the  military domain beyond weapon sys tems . This  
resolution built on the  growing awareness  of AI in the  military domain and the  increase  in its  policy 
traction over the  pas t 3 years .1 This  has  been prompted by initia tives  outs ide  the  United Nations , such 
as  the  Respons ible  AI in the  Milita ry Domain (REAIM) summits  and the  Political Declara tion on 
Respons ible  Military Use  of Artificia l Inte lligence  and Autonomy. 2  These proces ses  were  
fundamental in increas ing awarenes s  and served as  incubators  for policy action on the  international 
s tage.3 Agains t this  backdrop, for many years  UNIDIR has  contributed s ignificantly to initia ting and 
shaping national, regional and international dis cuss ions  through its  res earch, its  capacity-building 
and its  convening power.   

The push for respons ible  AI in the  military domain has  opened new channels  for dia logue  among 
s ta tes . The  shared recognition of AI’s  dis ruptive  potentia l, both pos itive  and negative, has  led to 
interna tional discuss ions  specifically about ensuring its  s afe , controlled development, deployment 
and use . The international community now has  an opportunity to shape the  future  of interna tional 
peace and s ecurity in the  era  of AI, putting principles  of respons ible  AI a t the  core . Such engagement 
can build trus t and mutual unders tanding, future-proofing the  interna tional peace  and security 
architecture .4 

To further advance  multila tera l discuss ions  on this  new and fas t-evolving is sue, it is  crucia l to clarify 
what “the  military domain” means  and enta ils ; to survey key applications  of AI in military se ttings  in 
order to unders tand the  as socia ted opportunities ; and to analyse  the  challenges  and cons ider 
recommendations  for policy development a t a ll leve ls . This  report addres ses  each of these  aspects  
in turn (in Sections  2–4), drawing on UNIDIR’s  research and analys is  on these  topics  over the  years . 

 
1 General Assembly resolution 79/239, “Artificia l Inte lligence in the  Military Domain and Its  Implications  for International 
Peace and Security”, 24 December 2024, https ://docs .un.org/en/A/RES/79/239. 
2 The  firs t REAIM summit was  organized by the  Kingdom of the  Netherlands  in 2023 and co-hos ted by the  Republic of Korea, 
which, a longs ide  the  Netherlands , S ingapore , Kenya and the  United Kingdom, hos ted the  second summit in Seoul in 2024. 
The third summit will be  hos ted by Spain in September 2025. For more information s ee  REAIM 2023, 
https ://www.government.nl/minis tries /minis try-of-foreign-affa irs /activite iten/reaim/about-reaim-2023; REAIM 2024 
https ://reaim2024.kr/reaimeng/index.do; REAIM 2025: https ://exteriores .gob.es /campanas /REAIM2025. On the  Politica l 
Declara tion s ee  United S ta tes  Department of S ta te, “Politica l Declaration on Respons ible  Military Use of Artificial 
Inte lligence and Autonomy”, https ://www.s ta te .gov/bureau-of-arms -control-deterrence-and-s tability/politica l-declaration-
on-respons ible-military-use-of-artificia l-inte lligence-and-autonomy. 
3  Government of the  Netherlands , “REAIM 2023 Call to Action”, 16 February 2023. 
https ://www.government.nl/binaries /government/documenten/publications /2023/02/16/reaim-2023-call-to-
action/REAIM+2023+Call+to+Action.pdf; Government of the  Republic of Korea, “REAIM Blueprint to Action”, 10 
September 2024.  
4 Y. Afina, The Global Kaleidoscope of Military AI Governance (Geneva: UNIDIR, 2024); G. Persi Paoli et al., Modernizing 
Arms Control: Exploring Responses to the Use of AI in Military Decision-Making (Geneva: UNIDIR, 2020).  

https://docs.un.org/en/A/RES/79/239
https://www.government.nl/ministries/ministry-of-foreign-affairs/activiteiten/reaim/about-reaim-2023;
https://reaim2024.kr/reaimeng/index.do
https://exteriores.gob.es/campanas/REAIM2025
https://www.state.gov/bureau-of-arms-control-deterrence-and-stability/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy
https://www.state.gov/bureau-of-arms-control-deterrence-and-stability/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy
https://www.government.nl/binaries/government/documenten/publications/2023/02/16/reaim-2023-call-to-action/REAIM+2023+Call+to+Action.pdf
https://www.government.nl/binaries/government/documenten/publications/2023/02/16/reaim-2023-call-to-action/REAIM+2023+Call+to+Action.pdf
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It then (in Section 5) proposes  a  10-s tep road map towards  effective  national and international 
governance of AI in the  military domain. 
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2. Defining the Military Domain  
Different regions  and s ta tes  define  the  scope of the  “military domain” in various  ways . For example , 
in some national and regional contexts , the  military’s  role  extends  into internal s ecurity and public 
safe ty functions  – such as  as s is ting in law enforcement, border protection or countering organized 
crime – effectively blurring the  line  between defence and policing.5 A number of s ta tes  entrus t their 
armed forces  with facilita ting and implementing humanitarian a id operations , including the  delivery of 
medica l supplies  in rural areas  and natural disas ter re lief efforts . In other contexts , the  military domain 
is  unders tood more narrowly, focus ing s trictly on defence and the  conventional operations  of armed 
forces , in particular combat operations  abroad, with internal s ecurity handled by s eparate  entities .6  

These dis tinctions  are  rooted in each s ta te’s  unique s ecurity environment: different regions  face  
different threats , perce ive risks  differently, and deploy the ir forces  under different legal and normative  
frameworks .7 This  leads  to diverse  interpreta tions  of what fa lls  in the  “military” domain.8 In short, there  
is  no s ingle  universal definition – the  military domain can encompass  a  broad spectrum of activities  in 
one country, while  being confined to warfighting duties  in another. 

Importantly, such varia tion in defining the  military domain should not be  s een as  an obs tacle  to 
interna tional governance  of AI or to dia logue on AI. In fact, recognizing and respecting these  nuances , 
and acknowledging the  degree of mutual influence that military and non-military uses  of AI will have , 
can lead to a  more inclus ive  policy debate  and ultimate ly s trengthen global AI governance. To be 
effective , governance should therefore  remain s ens itive  to regional s ecurity perspectives , ensuring 
that frameworks  for governing milita ry AI are  adaptable  to the  realities  of various  s ta tes  and regions .9 

A poss ible  approach to defining the  military domain is  to map the  different opera tional contexts  in 
which military forces  may be deployed following a  s tructured categorization tha t can, in turn, inform 
AI governance discus s ions . Table  1 summarizes  such a  categorization.  

A firs t dis tinction to be  made is  tha t between the  use  of AI capabilities  by military forces  in armed 
conflict as  defined by interna tional law (both interna tional armed conflicts  and non-interna tional 
armed conflicts ) and their use  by military forces  when deployed on other operations . This  dis tinction 
is  key as  the  dis tinct contexts  prompt different legal, operational, technical and e thical ques tions . 
However, it may not be  practical to use  beyond the  legal as ses sment given that the  same type of 
operation could fa ll within or outs ide  the  scope  of armed conflict based on the  operation’s  intens ity or 
the  level of violence.  

Within the  broader category of military deployments  tha t fa ll outs ide  armed conflict as  defined by 
interna tional law, a  further dis tinction can be made between (a) military operations  that require  the  
use  of force  (below the  threshold of armed conflict) such as  counter-terrorism or counter-piracy or 
counter-insurgency operations , (b) military operations  in support of national s ecurity and public 
safe ty, such as  support for national law enforcement, border security or protection of national critica l 

 
5 Afina, The Global Kaleidoscope. 
6 Ibid. 
7 Ibid. 
8 G. Persi Paoli and Y. Afina, AI in the Military Domain: A Briefing Note for States (Geneva: UNIDIR, 2025).  
9 Afina, The Global Kaleidoscope. 
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infras tructure  s ites , and (c) military as s is tance, which includes  scenarios  such as  peace opera tions , 
humanitarian and disas ter re lief, evacuation of civilians , and search and rescue.  

It should be  noted that there  are  inevitable  areas  of overlap between different ca tegories  and that 
where  each specific operation fits  will be  highly dependent on context. Hybrid operations , for 
example , could have e lements  spanning across  the  various  categories .  

Table 1. Unpacking the Military Domain : An Illustrative Example of Classification of 
Operations  

Armed conflict  
Other military 

operat ions requiring 
the use of force * 

Support to national 
security  Military assistance  

• International 
armed conflicts  

• Non-international 
armed conflicts  

• Counter-piracy 

• Counter-terrorism 

• Counter-
insurgency  

• Combating 
organized crime 

• Support for 
national law 
enforcement 

• Border s ecurity  

• Protection of 
national critical 
infras tructure  s ites  

• Peace operations  

• Humanitarian and 
disas ter re lief 

• Evacuation of 
civilians  

• Search and 
rescue  

* All operations listed in this category  could potentially reach the legal threshold for being considered non -
international armed conflicts. 

Embracing th e plurality illustrated by this categorization  ensures that no state is left out of the 
conversation. In sum, diversity in defining the military domain is a reality to be embraced. When 
international efforts account for these differences from the outset, they can foster trust, enhance buy-
in from all regions, and pave the way for effective and sustainable governance of AI in the military 
sphere .10 

  

 
10 Ibid. 
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3. Exploring the Opportunities: Applications of AI in the 
Military Domain  

Acros s  the  various  operational contexts  described above, defense  and military organizations 11 are  
exploring and implementing AI acros s  a  broad spectrum of applications , many of which do not involve 
weapons  or le thal force .  

AI 12  is seen as a potential force multiplier  that can enhance efficiency, decision -making and 
effectiveness in numerous military functions.13 As technology evolves, new use cases (including both 
new systems or enhancing existing ones through AI) are developed or refined or – if proven unreliable 
or not cost-effective compared to non-AI alternatives – abandoned. Based on UNIDIR’s research and 
engagement with states and experts, 14  the opportunities , actual or potential, deriving from the 
adoption of AI in the military domain can be grouped in the following, non-exhaustive categories: 

3.1.  Command and Control  
AI decision-support tools can aid commanders in tasks such as mission planning, target analysis and 
course-of-action development. For instance, an algorithm might help analy se battlefield data to 
identify high-value targets or to optimize mission plans by gaming various scenarios  with mission 
parameters and constraints decided by human operators (e.g., limits on geography, time, tolerance 
for collateral damage, etc.). AI-enabled command and control ( C2) systems (including applications 
that rely on large language models15) can collect live data, process information at scale and suggest 
options faster than human staff alone . This has the potential to improve the tempo and quality of 
command decisions.   

Related to the issue of C2 is the potential that AI carries to enhance legal compliance. If used correctly, 
AI could consolidate complex assessments of proportionality  (e.g., integrating data on blast radius, 

 
11 Military organizations, like the Army, Navy, and Air Force, are the armed forces responsible for national defence, while 
defence organizations, such as the Ministry of Defence, are government agencies that oversee and support the military. In 
essence, military organizations are the operational forces, while defence organizations provide the framework and 
resources for those forces. 
12 It is important to note that 'AI' does not refer to a single, unified technology; rather, it represents a diverse family of 
technologies, each tailored and adapted to support specific military applications and operational contexts. Examples 
include Large L anguage Models (LLMs) for language processing and analysis, computer vision systems for imagery 
interpretation and target identification, and machine learning algorithms supporting predictive analytics and autonomous 
decision-making. 
13 S. Grand-Clément, Artificial Intelligence Beyond Weapons: Application and Impact of AI in the Military Domain (Geneva: 
UNIDOR, 2023); Afina, The Global Kaleidoscope; Y. Afina, UNIDIR Briefing to the Security Council Arria-Formula Meeting: 
“Harnessing Safe, Inclusive, Trustworthy AI for the Maintenance of International Peace and Security”, 4 April 2025 , 
https://unidir.org/wp -content/uploads/2025/04/UNIDIR_Yasmin -Afina_Briefing_UNSC_Arria_AI_4-April-2025-3.pdf. 
14  See, for example , Y. Afina and G . Persi Paoli, Governance of Artificial Intelligence in the Military Domain: A 
Multistakeholder Perspective on Priority Areas (Geneva: UNIDIR, 2024); Afina, The Global Kaleidoscope; Grand-Clément, 
Artificial Intelligence Beyond Weapons ; Persi Paoli et al., Modernizing Arms Control ; G. Persi Paoli  and S. Dominioni, 
Exploring the AI –ICT Security Nexus  (Geneva: UNIDIR, 2024); UNIDIR, “ The Roundtable for AI, Security and Ethics: 
Forging Global Alignment through Multistakeholder Dialogue”, https://unidir.org/event/the -roundtable-for-ai-security-and-
ethics-forging-global-alignment-through-multistakeholder -dialogue/; UNIDIR, “The Second Roundtable for AI, Security and 
Ethics (RAISE)”, https://unidir.org/event/the -second-roundtable-for-ai-security-and-ethics-raise/. 
15 I. Puscas, Large Language Models and International Security: A Primer (Geneva: UNIDIR, 2024). 

https://unidir.org/wp-content/uploads/2025/04/UNIDIR_Yasmin-Afina_Briefing_UNSC_Arria_AI_4-April-2025-3.pdf
https://unidir.org/event/the-roundtable-for-ai-security-and-ethics-forging-global-alignment-through-multistakeholder-dialogue/
https://unidir.org/event/the-roundtable-for-ai-security-and-ethics-forging-global-alignment-through-multistakeholder-dialogue/
https://unidir.org/event/the-second-roundtable-for-ai-security-and-ethics-raise/
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population dens ity and timing) to advis e  on whether a  s trike  can be conducted within the  limits  of 
interna tional humanitarian law (IHL).16 S imilarly, AI could help enforce  precautionary measures , such 
as  sugges ting a lternate  tactics  that reduce civilian risk. These uses  illus tra te  how AI might s trengthen 
the  adherence of decis ion-makers  and users  to IHL by providing commanders  with be tter information 
and recommendations  to minimize  harm.17 In a  broader sense , a  growing number of s ta tes  recognize  
that integrating AI into military planning might a llow for more  objective , data-driven as ses sments  of 
proportionality or necess ity in the  use  of force .18  

3.2.  Information and Intelligence   
AI can be leveraged for inte lligence, surveillance and reconnais sance (ISR) – analys ing vas t s treams  
of sensor data , s a te llite  imagery and communica tions  traffic to de tect patterns  or threats . Machine  
learning can, in principle , automate  the  proces s ing of anything for which data  exis ts , from 
reconnais sance footage  to cybersecurity logs , and thereby uncover ins ights  tha t human analys ts  
might mis s .  

AI sys tems  can a lso as s is t in information management, fus ing da ta  from multiple  sources  and 
dis s eminating re levant inte lligence  to units  in the  fie ld. These applications  enhance s ituational 
awareness  by s ifting through “big da ta” for actionable  information, and then proces s ing and diges ting 
the  information for the  user’s  consumption. 

3.3.  Advanced Autonomy   
AI can enable  a  more  advanced level of autonomy in both phys ical and digita l sys tems . In the  phys ical 
world, this  can mean, for example , uncrewed sys tems  that are  more  capable  of performing various  
tasks  even in communications -denied environments  or where  direct supervis ion cannot be  
guaranteed due to environmenta l circums tances  or adversaria l action. Even in a  weapon sys tem 
where  the  final decis ion to fire  is  under direct human control, AI can offer s ignificant operational and 
tactical advantages  by enabling a  more sophis ticated level of autonomy.  

In the  digita l domain, AI can be used for cybersecurity (e .g., to s trengthen national cyber res ilience by 
improving threat inte lligence, network monitoring, and incident response  and recovery), as  well as  to 
s trengthen offens ive cyber capabilities .19 Also within the  digita l domain, AI can re inforce  and support 
cognitive  warfare  capabilities  and information operations  more  broadly, including inte lligence  and 
counter-inte lligence.  

3.4.  Logistics and Support   
Behind the  front lines , AI can s ignificantly improve the  logis tical backbone of military s tructures , a  key 
enabler of the  sus ta inability of military operations . This  includes  predictive  maintenance of equipment 
(us ing AI to anticipate  fa ilures  or s ervicing needs ), managing supply chains  and transport, and 
optimizing the  deployment of personnel and materie l. For example , AI a lgorithms  can improve force  

 
16 Persi Paoli and Afina, AI in the Military Domain. 
17 Ibid. 
18 Y. Afina and S. Grand-Clément, Bytes and Battles: Inclusion of Data Governance in Responsible Military AI  (Geneva: 
UNIDIR, 2024). 
19 Persi Paoli and Dominioni, Exploring the AI–ICT Security Nexus. 
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readiness  by routeing supply convoys  more efficiently or a llocating spare  parts  based on predicted 
demand. Such uses  often adapt civilian AI solutions  (e .g., in transporta tion or inventory management) 
for military purposes , thus  cons tituting a  prime example  of the  blurred lines  be tween civilian and 
military applications . 

3.5.  Training and Simulation   
AI-driven sys tems  can be used to tra in military personnel. Inte lligent tutoring sys tems , war-gaming 
s imulators  and virtual reality tra iners  can personalize  and optimize  scenarios  in synthetic 
environments  and provide feedback to tra inees . For example , by building on pre-exis ting inte lligence 
data , les sons  and good practices  from pas t operations , AI can generate  realis tic adversary 
behaviours  in s imulators  or sugges t improvements  to tra ining programmes  by analys ing performance 
data . These  applications  help prepare  forces  for real operations  more  effectively and efficiently, 
including from a cos t perspective. 

3.6.  Other Organizational  and Support Functions   
Militaries  can a lso apply AI in adminis tra tive  and support roles  – sometimes  s imilar to civilian s ector 
applications . This  can include  AI tools  for personnel management (e .g., recruitment or ta lent-
management analytics ) or for medical support (e .g., diagnos tics  and te lemedicine  for deployed 
forces ). Many armed forces  are  a lso experimenting with AI-enabled sys tems  for back-end support 
tasks  such as  finance or procurement. While  not unique to the  military, when such sys tems  are  used 
by armed forces , they fa ll within the  military domain. Notably, even if such applications  may seem 
dis tant from an operational context, they are  s tra tegic components  that contribute  s ignificantly to the  
ability of any armed force  to mobilize . This  exposes  them to threats  by adversaries  in the  same way 
as  more  front-line  targets . 

In sum, AI use  in the  military domain ranges  from the  tactical to the  s tra tegic and from combat to 
support. The common theme is  that AI in the  military domain goes  well beyond weapons : it 
encompasses  support sys tems , decis ion a ids  and analytical tools  intended to improve  milita ry 
effectivenes s . These  applications  are  becoming more  widespread as  the  technology matures . Many 
armed forces  cons ider that adoption of AI is  es s entia l to keep pace  with evolving forms  of warfare  – 
such as  cyber and hybrid threa ts  – and to mainta in a  competitive  edge.  
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AI and Weapons of Mass Destruction   

While this policy note is not intended to provide a deep analysis of any specific type of application 
or system where AI could be implemented, for the sake of completeness it is important to note how 
the debate on the convergence between AI and weapons of mass destruction (WMD) has taken a 
different approach based on the type of weapon systems.  

In the context of nuclear weapons, the vast majority of the debate has focused on the integration of 
AI in nuclear command, control and communication s (NC3) systems. While the combination of 
complexity and secrecy surrounding these systems makes any detailed discussion on the impact 
of AI speculative to a degree, it is worth noting that there is increased pressure on nuclear-armed 
states to agree to exclude or limit the integration of AI in NC3. Several of these states have declared 
that they have no plans to integrate AI into nuclear decision-making. Beyond NC3 and nuclear 
decision-making, an embryonic yet growing body of research seeks to reflect further on the AI –
nuclear nexus. This ranges from the opportunities that AI offers for monitoring and verification to 
the implications for the nuclear supply chain.  

In the context of chemical and biological weapons, discussions remain focused on the use of AI in 
early phases of research and development (e.g., discovery of new biological or chemical agents). 
However, there are other potential uses of AI to augment production of materials or information for 
the development of chemical and biological weapons. While these are upstream applications that 
remain distant and somewhat unrelated to the operational context, they have, at least in principle, 
military significance. Moreover, the application of AI to accelerate chemical and biological weapon-
related mis- and disinformation should not be understated. 
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4. Unpacking the Challenges  
In addition to its  promises , the  integration of AI into military affa irs  brings  s ignificant challenges . These  
challenges  can be  categorized into three  broad areas : (a) technological challenges  intrins ic to AI 
sys tems  and their development; (b) s ecurity challenges  deriving from their use; and (c) legal, policy 
and e thical challenges  regarding governance  and respons ible  use .  

4.1.  Technological Challenges  
The very na ture  of military AI sys tems  means  that they face  a  hos t of technica l hurdles  re la ted to 
re liability, s afe ty and transparency.  

Data  Quality and Availability 

One fundamental is sue is  the  quality and availability of data . AI a lgorithms  (especia lly machine 
learning models ) require  vas t amounts  of tra ining data ;20 but, in military contexts , re levant data  may 
be scarce , incomplete  or biased.21  

Failures  of AI sys tems  can s tem from “known unknowns”: hidden vulnerabilities  or edge cases  in the  
data  and code that des igners  did not anticipate . 22  If an AI sys tem has  not encountered a  certa in 
scenario in tra ining da ta , it may respond unpredictably in the  real world. This  mutability is  dangerous  
in high-s takes  military s e ttings .  

Data  bias  is  another concern – if the  underlying data  reflects  biases  on the  bas is  of gender, race , age, 
ability, culture  or other demographic qualifiers , the  AI sys tem can reproduce or even amplify those  
biases  in its  outputs .23 Evidence  from the civilian applications  of AI sys tems  provides  examples  tha t 
can be transposed into military contexts  and used to foresee potentia l risks . 24  Biased a lgorithms  
might, for example , mis identify targets  or civilians  based on flawed patterns , undermining both 
effectivenes s , legal compliance and e thical obligations . For ins tance, an inte lligence-collection 
sys tem may not necessarily be  tra ined on data  that factors  in specific cultural contexts  in which the  
bearing of a rms  may be  accepted; the  sys tem may subsequently mis identify such practices  as  
poss ible  threats . 25  As  another example , biased a lgorithms  employed in military sys tems , such as  
computer vis ion for surveillance drones , may mis identify a  civilian man as  a  combatant based on an 
as sumption (drawn from mis representative  data  se ts ) that mos t combatants  are  men. This  is  
especia lly dangerous  because such biases  have proven difficult to correct and mitiga te .  

 
20  It should be  noted that recent open-source , cos t-effective  AI models  (e .g., DeepSeek-R1) challenge the  idea  that 
advanced AI requires  mass ive resources , including computing and data . However, the  applicability of such models  in the  
military domain remains  to be  as ses sed and validated.  
21 Afina and Grand-Clément, Bytes and Battles.  
22 A. H. Michel, Known Unknowns: Data Issues and Military Autonomous Systems (Geneva: UNIDIR, 2021).  
23  Gender and Disarmament & Security and Technology Programmes , “Gender and Lethal Autonomous Weapons 
Systems”, Factsheet, UNIDIR, 2024. 
24  K. Chandler, Does Military AI Have Gender? Understanding Bias and Promoting Ethical Approaches in Milit ary 
Applications of AI (Geneva: UNIDIR, 2021). 
25 Afina and Persi Paoli, Governance of Artificial Intelligence in the Military Domain. 
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Opacity 

Another technical cha llenge is  the  opacity or “black box” nature  of many AI models . Modern machine  
learning (e .g., deep neural networks ) often operates  in ways  that a re  not expla inable  to human 
operators . This  lack of transparency makes  it hard to as ses s  the  trus tworthiness  of AI sys tems  and to 
diagnose errors . In milita ry use , an inability to unders tand why an AI sys tem made a  recommendation 
or took an action can erode human confidence and complicate  accountability.  

Ensuring interpretability, explainability or traceability of AI decis ions  is  an unresolved technical 
problem. Techniques  for “explainable  AI” exis t but applying them to complex military sys tems  is  an 
ongoing challenge.26 In addition, traceability in sys tems  or, a t the  very leas t, robus t documentation 
and forens ic evidence  protocols  would ensure  that s ta tes  are  able  to comply with the  IHL obliga tion 
to conduct e ffective  inves tigations  into a lleged viola tions .27 

Tes ting and Evaluation 

Tes ting and evaluation of AI sys tems  pose  further difficulties . Traditional military procurement re lies  
on s equentia l tes ting (i.e ., prototype tria ls , then operational tes ting) with determinis tic sys tems . AI 
sys tems , in contras t, are  adaptive  and their performance may change with new data . This  requires  
any such AI sys tem to be  continuous ly evaluated, including itera tive  legal reviews  to ensure  its  
cons is tent compliance  with international law.28  

This  complexity is  further exacerbated by the  context-dependent nature  of AI sys tems  and the  re la ted 
non-trans ferability of performance: for example , a  sys tem that meets  the  as surance criteria  for 
deployment in a  desert environment cannot be  as sumed to perform equally well in a  snowy 
environment. It is  crucia l to keep this  limita tion in mind as  many models  and much tra ining da ta  will be  
subject to technology trans fer among security a llies  and partners . This  trans fer further complica tes  
the  interoperability of sys tems  and expecta tions  of performance even in re la tion to shared regional 
objectives . Moreover, when AI components  a re  integrated into larger “sys tems  of sys tems”, new 
failure  modes  or cyber vulnerabilities  can emerge from interactions  of the  subsys tems , making 
comprehens ive tes ting even more complex.29  

It is  thus  es sentia l to as ses s  the  trus tworthiness  of AI sys tems  through rigorous  AI as surance  
proces ses  that are  des igned to provide  authorities  with enough evidence-based confidence  in the  
trus tworthiness  of the  sys tem to a llow them to authorize  its  employment in specific contexts .30 

 
26 N. Goussac and M. Pacholska, The Interpretation and Application of International Humanitarian Laws in Relation to Lethal 
Autonomous Weapon Systems: Background Paper on the Views of States, Scholars and Other Experts (Geneva: UNIDIR, 
2025). 
27 Y. Afina, Regional Perspectives on the Application of International Humanitarian Law to Lethal Autonomous Weapon 
Systems (Geneva: UNIDIR, 2025). 
28 Afina and Persi Paoli, Governance of Artificial Intelligence in the Military Domain.  
29 I. Puscas, AI and International Security: Understanding the Risks and Paving the Path for Confidence-Building Measures 
(Geneva: UNIDIR, 2023).  
30 J. Pinelis and K. Vignard, “Responsible AI vs. AI Assurance: A Semantic Showdown”, Presentation, Global Conference 
on AI Security and Ethics 2025, 27 March 2025, Geneva.  

https://unidir.org/event/global-conference-on-ai-security-and-ethics-2025/
https://unidir.org/event/global-conference-on-ai-security-and-ethics-2025/
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Cybersecurity 

Cybersecurity is  another technical challenge: AI sys tems  can be a ttacked or subverted. The purpos es  
of typical cyberattacks  on AI sys tems  can be clus tered in three  main groups : (a) degrading 
performance (data  pois oning, adversaria l a ttacks  or sponge a ttacks ); b) acces s ing data  information 
(model invers ion or membership inference); or (c) acces s ing model information (model extraction). 

Cyber -attacks  against AI system.  

In a data poisoning attack , malicious data is introduced into the training data sets to corrupt the 
model’s learning process and cause inaccurate or biased outputs.  

In adversarial evasion attacks , real-time data captured by an AI system is manipulated to trick 
the model into making incorrect classifications.  

A sponge attack  specifically targets the resource consumption of a system, causing it to be 
overwhelmed by legitimate-looking requests or data that the system is unable to process efficiently 

Model extraction  allows an attacker to duplicate a proprietary AI model by querying it, effectively 
stealing intellectual property 

Model inversion  allows attackers to retrieve private data from a model.  

Membership inference  allows attackers to determine whether a certain data sample was part of 
the training data set 

For more information see Puscas, AI and International Security 

 

Military AI systems deployed in adversarial environments must contend with deliberate attempts to 
degrade them. This requires building robustness against spoofing or manipulation, which is an area 
of active research that has not yet been fully solved. If not hardened, vulnerabilities in AI systems 
could be exploited by adversaries. This interplay of AI and cyberthreats complicates deployment and 
necess ita tes  s trong safeguards . 31  In addition, AI a lso enhances  traditional cyberthreats  to digita l 
sys tems , requiring governments  and military forces  to update  their cybersecurity pos tures  in the  light 
of this  development.32 

Misuse  or Misunders tanding 

Finally, the  human element inters ects  with technical is sues : an operator may (intentionally or 
unintentionally) misuse  or misunders tand AI outputs . Such problems  as  automation bias  (i.e ., over-
re lying on AI recommendations  without ques tion) or a lgorithm avers ion (i.e ., dis trus ting and ignoring 
AI entire ly) can both occur. 33  Poor user interfaces  or insufficient tra ining can exacerbate  these 
tendencies .34  

 
31 Ibid. 
32 Pers i Paoli and Dominioni, Exploring the AI–ICT Security Nexus. 
33 Pers i Paoli e t al., Modernizing Arms Control. 
34 I. Puscas , Human–Machine Interfaces in Autonomous Weapon Systems (Geneva: UNIDIR, 2022).  
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Thus , part of the  technical challenge  is  actually socio-technical – des igning AI tools  that e ffective ly 
complement human decis ion makers  and ensuring tha t users  are  tra ined to both know how to use  the  
sys tem and interpre t its  results  correctly. Without this , even a  technically sound sys tem may be used 
inappropria te ly, leading to errors  or accidents .  

4.2.  Security Challenges  
The incorporation of AI into military capabilities  ra ises  s erious  s ecurity challenges  with the  potentia l 
to affect peace and s tability.  

One major concern is  the  risk of unintended esca la tion or los s  of human agency, including control in 
conflict. AI-enabled sys tems , especia lly those  that opera te  a t high speed with no human in the  loop, 
could escala te  engagements  so fas t than humans  cannot intervene or de-escala te . If two adversaries  
deploy AI sys tems  tha t react to each other in microseconds , a  cris is  could intens ify before 
commanders  have  time to negotia te  or apply brakes . 35  This  perverse  yet plaus ible  scenario, 
sometimes  referred to as  “flash wars” triggered by a lgorithmic interactions , is  often cited as  a  new 
escala tion risk. With the  prospect of AI Agents , or Agentic AI, on the  horizon it becomes  more 
plaus ible . Yet, even in s lower scenarios , AI-enabled decis ion a ids  might recommend more aggres s ive  
actions  or be  mis interpreted, leading to inadvertent es cala tion.  

Another security challenge is  the  prospect of an AI arms  race  and its  impact on global s ecurity. Major 
powers  are  inves ting heavily in milita ry AI to avoid fa lling behind rivals . This  competition could lead to 
a  rapid deployment of unproven AI technologies  in a  bid for superiority, or in the  use  of the  battle fie ld 
as  a  tes ting ground for novel AI capabilities . His tory sugges ts  tha t arms  races  without guardrails  
increase  mis trus t and the  likelihood of confronta tion. As  AI becomes  a  factor in military balance, some 
analys ts  warn of des tabilizing effects  akin to pas t arms  competitions .36 In addition, such a  narra tive  
may also encourage  the  rapid and premature  adoption of AI a t the  expense of robus t tes ting, 
evaluation and acceptance protocols  as  a  result of fears  and concerns  of fa lling behind in the  
supposed AI arms  race .  

The prolifera tion of users  of AI technology is  another security concern. AI tools  – many of which are  
commercia lly available  or open-source – can be  repurposed by non-s ta te  actors , terroris t groups  or 
other armed groups . The use  of AI by non-s ta te  armed groups  could s ignificantly a lter the  threat 
landscape, requiring military forces  to develop adequate  countermeasures . While  the  is sue  of open-
source  AI and the  re la tive  ease  of weaponization of commercia lly available  sys tems  are  certa inly key 
factors  to cons ider (particularly agains t concerns  tha t limita tions  on open-source AI may result in 
inequities ), they are  not the  only prolifera tion risks . As  military-grade AI sys tems  become more widely 
available , the  risk of their divers ion to the  illegal market will inevitably increase .37 This  is  why adopting 
full life-cycle  management of military AI sys tems , including s trict decommis s ioning protocols , is  of 
paramount importance.38 

 
35 Puscas, AI and International Security. 
36 Ibid. 
37 M. Martinez et al., Diversion Analysis Framework, Arms Trade Treaty Issue Brief 3 (Geneva: UNIDIR, Conflict Armament 
Research and Stimson Centre, 2021). 
38 Persi Paoli and Afina, AI in the Military Domain; Afina and Persi Paoli, Governance of Artificial Intelligence in the Military 
Domain.  
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Furthermore , AI has  implications  for the  information environment during both peace  and wartime. 
Generative  AI and other tools  can produce dis information a t s cale . 39  This  can erode trus t in 
information and in ins titutions  and has  the  potentia l to des tabilize  socie ties  and to have an impact on 
the  whole  conflict life  cycle , including peacekeeping operations . For example , during a  conflict, AI-
generated deepfake videos  or fake communications  could sow confus ion among the  civilian 
population or even among military units . S ta tes  have  ra is ed concerns  that AI could be  used to dis rupt 
decis ion-making by flooding the  information space with fa lse  or mis leading data .40  

4.3.  Legal, Policy and Ethical Challenges  
The advent of AI in the  military a lso ra ises  profound legal, normative  and e thical ques tions , re inforced 
by the  range  and divers ity of contexts  in which military forces  may be operating.  

Legal Challenges  

A centra l legal challenge is  ensuring that the  use  of AI complies  with exis ting international law, 
particularly but not limited to interna tional humanitarian law, as  well as  international human rights  law 
and international criminal law.  

For example , IHL es tablishes  legal provis ions  and principles  such as  dis tinction (i.e ., discriminating 
combatants  from civilians ) and proportionality (i.e ., avoiding excess ive  harm) in armed conflict. 
Deploying AI features  in combat puts  pres sure  on these  principles . The ques tion of how to ascerta in 
s ta te  and individual respons ibility and accountability if an AI targeting sys tem does  not perform or act 
as  intended features  prominently in interna tional, regional and national discus s ions . This  challenge is  
closely re la ted to the  perceived risk of an accountability gap. When an incident involving an AI sys tem 
occurs  (e .g., an AI decis ion-support sys tem misclas s ifies  an object which is  then unlawfully 
engaged), how is  respons ibility to be  a ttributed?  Traditional military command s tructures  as sume 
human intent and control a t every level, following the  principle  of de legated authority. The use  of AI 
may obfuscate  the  linearity of this  proces s . In addition, es tablishing corporate  liability is  an open 
ques tion with which an increas ing number of s ta tes  and non-s ta te  s takeholders  are  concerned. They 
are  mindful of the  nature  of public interna tional law, according to which only s ta tes  and individuals  
cons titute  subjects  of the  law. Avenues  such as  due  diligence, bus ines s  and human rights  
frameworks , and contract law are  actively inves tigated as  means  through which clarifying corporate  
liability. 

Some s ta tes  argue that exis ting IHL (i.e ., lex la ta ) is  sufficient but needs  proper measures  to ensure  
compliance  when AI sys tems  are  used. Others  feel the  implications  brought by (high levels  of) 
autonomy and the  sheer speed of AI pose new legal dilemmas  tha t require  new, dedicated rules  to 
es tablish a  certa in interpreta tion of the  law as  it s hould be (i.e ., lex feranda).41 Ensuring “meaningful 
human control” (the  legal bas is  of which remains  contes ted between s ta tes  and experts 42) over the 
use  of force  is  often proposed as  a  means  to sa tis fy legal requirements  and e thical principles . Yet, 

 
39 Puscas, Large Language Models and International Security. 
40 Afina, The Global Kaleidoscope. 
41 Goussac and Pacholska, The Interpretation and Application of International Humanitarian Laws. 
42 Ibid. 
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what cons titutes  “meaningful” and whether “control” is  the  right concept (compared to judgement, 
overs ight, involvement and other a lte rnatives ) remain unsettled.  

Finally, there  is  the  is sue of conducting legal reviews : Article  36 of Additional Protocol I to the  Geneva 
Conventions  mandates  s ta te  parties , when s tudying, developing, acquiring or adopting a  new 
weapon or means  or method of warfare , to determine whether its  employment would be prohibited by 
the  Protocol or any other rule  of international law applicable  to the  s ta te . Applying this  to AI sys tems  
(a t leas t those  that would be clas s ified as  a  means  or method of warfare) may ra is e  a  series  of 
challenges ; it requires  the  review of not jus t hardware  but a lso a lgorithms  and data  – a  process  for 
which few precedents  exis t;43 this  mus t potentia lly be  done over time through itera tive  legal reviews  
as  the  AI sys tem learns  from previous  deployments  and refines  its  performance.44 As  it s tands , there  
is  active  debate  over how to conduct such a  review,45 to what s tandard (i.e ., s imply IHL compliance 
or sys tem safety approach) and how often.  

Policy Challenges  

Beyond the  legal challenges , the  policy and governance domain faces  ques tions  on how to regulate  
military AI a t the  national and international levels .  

At the  national level, many countries  are  only beginning to draft policies  and s tra tegies  for AI. Such 
efforts  are  even more embryonic for applications  in the  military domain.46 Not only does  this  important 
s tep provide  an opportunity for the  national s ecurity ecosys tem to consult with re levant indus try and 
academic s takeholders , it a lso s erves  as  a  cata lys t for additional policy and governance action a t the  
operational and tactical leve ls .  

At the  international level, there  is  no dedica ted intergovernmental or multila tera l policy process  
dedicated to AI in the  military domain and its  implications  for interna tional peace and s ecurity. This  
has  fragmented dis cus s ions  on AI and security across  different specia lis t bodies , each looking a t a  
narrow fie ld of applica tion (e .g., cyber or autonomous  weapons ). While  specia lis t discus s ions  are  
required given how critical contextual cons idera tions  are , the  lack of a  higher-level, comprehens ive  
policy process  on AI in the  military domain risks  creating governance loopholes  that could be 
exploited by malicious  actors . With resolution 79/239, the  General Assembly has  s tarted down a  path 
that could lead to a  broader international proces s , but differences  pers is t among s ta tes  on the  mos t 
appropria te  course  of action.  

Achieving consensus  on policy responses  might be  difficult given the  varying perspectives  on the  
military benefits  and risks  of AI, the  different na tional and regional cons iderations  on its  use  (see  
Section 2) and the  current geopolitical context that affects  a ll multila tera l disarmament discus s ions . 
Nonetheles s , s tructured and regular ins titutional dia logue  on this  is sue  is  urgent and needed.  

 
43 Ibid.  
44 Afina and Persi Paoli, Governance of Artificial Intelligence in the Military Domain. 
45 Afina, Regional Perspectives on the Application of International Humanitarian Law. 
46 Afina, “Draft Guidelines for the Development of a National Strategy on AI in Security and Defence: Policy Brief (Geneva: 
UNIDIR, 2024). 
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Ethical Challenges  

In re la tion to e thics , AI in the  military domain triggers  debates  about the  role  of human judgment in 
decis ion-making about the  use  of le thal force  and the  potentia l dehumanization of warfare . There  is  
an often-cited concern about delegating life-and-death decis ions  to a lgorithms , with the  United 
Nations  Secretary-General taking a  firm pos ition agains t this  s cenario.47 There  are  a lso e thical and 
socie ta l implications  regarding bias  and inequities . AI sys tems  can inherit biases  from tra ining data 
se ts , unsupervis ed or uncorrected machine  learning a lgorithms , or human developers  with the ir own 
biases .48 Socie ta l biases  (on the  bas is  of gender, race , e tc.) can be encoded in AI, potentia lly leading 
to discriminatory outcomes  in targeting or threat as s es sment. 49  Ethically, it is  important to 
mains tream divers ity cons idera tions  into military AI development through the  life  cycle  – both to 
prevent and to correct bias  in sys tems .  

Finally, there  is  the  governance  challenge  of multi-s takeholder involvement. Much AI innovation 
comes  not from government, but from the private  s ector, research laboratories  and academia. 
Effective  governance of military AI will require  input and cooperation from indus try and research 
laboratories  (which build the  technology) and civil socie ty (which articula tes  e thica l norms  and public 
concerns ). However, bridging the  gap between national s ecurity and open technology communities  
is  not s tra ightforward.50 While  some initia tives  (e .g., the  REAIM Summits  or UNIDIR’s  Roundtable  for 
AI, Security and Ethics , RAISE) include multi-s takeholder participation by des ign, providing a  formal 
channel through which the  multi-s takeholder community can effectively s timulate  policy development 
remains  a  challenge.  

  

 
47 UN Secretary General’s  message to the  inaugural Global Conference on AI, Security and Ethics , https ://unidir.org/un-
secretary-generals-message-inaugural-global-conference-ai-security-ethics/; United Nations, A New Agenda for Peace , 
Our Common Agenda Policy Brief no. 9 (New York: United Nations, July 2023).  
48  Gender and Disarmament & Security and Technology Programmes,  “Gender and Lethal Autonomous Weapons 
Systems”. 
49 Ibid. 
50 W. He and A. Anand, The 2022 Innovations Dialogue: AI Disruption, Peace and Security (Geneva: UNIDIR, 2023). 

https://unidir.org/un-secretary-generals-message-inaugural-global-conference-ai-security-ethics/
https://unidir.org/un-secretary-generals-message-inaugural-global-conference-ai-security-ethics/
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5. Recommendations : A 10-step Road  Map 
In the  light of the  above analys is , a  range of recommendations  emerge that can guide s ta tes  and 
s takeholders  in maximizing the  benefits  of military AI while  mitigating its  risks . These  
recommendations  can be grouped into three  tiers : (a) multila tera l recommendations  for the  
interna tional community and collective  action; (b) regional recommendations  ta ilored to cooperation 
a t the  regional level; and (c) national recommendations  for individual s ta tes  to implement in the ir own 
policies and institutions. Each recommendation is formulated with a clear indication of who should 
take action, what should be done and why it is important. 

5.1.  Multilateral  Recommendations  
1. Establish a multilateral process  under U nited Nations  auspices to provide a 

comprehensive platform for discussion on military applications of AI and their impact on 
international peace and security   

 Who: United Nations  Member S ta tes . 

 What: While  the  integration of AI in the  military domain may require  context- and application-
specific discuss ions  (particularly in re la tion to the  legal debate  around exis ting law versus  new 
law), it is  important that such discus s ions  are  built on a  foundation of common unders tanding 
that embraces  the  impact of AI on interna tional peace  and security more broadly. The  
es tablishment of a  multila tera l process  under United Nations  auspices  could be  leveraged to 
add overall coherence in policy dis cuss ions , covering a ll critica l aspects  and exploring AI 
convergence acros s  different parts  of the  international s ecurity and disarmament architecture , 
to achieve one or more of the  following objectives : 

(a) Develop a set of overarching , core  principles of responsible AI  in the military 
domain  to help a lign national efforts  and reduce risk. This  would ensure  that core  
principles  of respons ible  AI are  adopted universa lly as  guiding criteria  for the  
development, deployment and use  of AI in the  military domain. Such principles  could 
draw from the language and concepts  adopted by consensus  in other multila tera l 
proces ses  such as  UNESCO’s  Recommendation on the  Ethics  of Artificia l Inte lligence; 
the  Global Digita l Compact, which speaks  of safe , s ecure  and trus tworthy AI as  well as  of 
a  respons ible , accountable , transparent and human-centric approach to the  life  cycle  of 
digita l and emerging technologies ; or the  guiding principles  adopted as  part of the  work of 
the  Group of Governmental Experts  on LAWS under the  Certa in Conventional Weapons  
(CCW) Convention. While  acknowledging the  specificity of the  interna tional peace and 
security context, the  succes s  of the  above-mentioned proces ses  demons tra tes  tha t it is  
poss ible  for Member S ta tes  to achieve consensus  on foundational principles  for AI. Such 
principles  could provide  a  s trong point of departure , potentia lly speeding up the  process  
of development of such principles , leaving more time dedica ted to their characteriza tion 
for the  international peace and security domain. Moreover, the  formulation of such 
principles  would provide  a  unique opportunity for s ta tes  to trans la te  and operationalize  
exis ting legal requirements  specifically in the  context of AI in the  military domain without 
prejudice  to pre-exis ting differences  in s ta tes ’ legal interpre ta tions  and applications  (e .g., 
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on the  leve l of transparency, explainability and traceability for compliance with the  IHL 
duty for effective  inves tigations ). 

(b) In the future, further develop these core principles into international voluntary 
norms or guidelines for responsible state behaviour  in the development, deployment 
and use of AI in the military domain . These guidelines could take the form of a code of 
conduct or a political declaration supplemented by more technical instruments as 
required ( e.g., on AI assurance s, and robust protocols for testing and evaluation), 
somewhat replicating the approach followed by the United Nations Programme of Action 
on small arms and its International Tracing Instrument. It should be noted that both the 
principles and the possible norms or guidelines would not exclude the possibility of states 
negotiating legally binding instruments regulating specific use cases in a more restrictive 
way (e.g., AI in LAWS, or AI in security of information and communications technology ). 
In fact, the presence of an overarching framework of responsible state behaviour coul d 
allow more focused, specialist discussions in the appropriate disarmament forums, 
limiting the risk of potential scope creep. 

(c) Develop confidence -building measures (CBMs) for military AI. States could agree on 
and implement practical CBMs to increase transparency and trust regarding AI in the 
military domain . This menu of options could include voluntary information exchanges ; 
notification regimes for certain AI -enabled exercises or deployments (to avoid 
misinterpretation) ; establishment of joint technical expert groups between militaries to 
share best practices on safety; and creation of a mechanism for states to report incidents 
or near-misses involving AI systems, to learn collectively from them.  

(d) Promote multi -stakeholder engagement in support of multilateral policy action.  
Institutionaliz ing multi-stakeholder participation in multilateral discussions  on military AI 
at the global level  would ensure that governments can benefit from the wealth of 
knowledge and expertise residing in industry, academia and civil society. Their 
involvement will bring in fresh ideas (e.g., technology companies can share methods to 
test AI robustness) and increase buy -in for any solutions proposed. It also widens the 
perspective beyond purely military considerations to include ethical, legal and societal 
viewpoints. In practice, this can help ensure that international norms , principles or 
frameworks for AI are realistic, feasible, comprehensive and sustainable. 

(e) Develop and implement a coherent  capacity -building  programme . As AI become s 
increasingly widespread in military capabilities, capacity -building will be fundamental to 
ensure that no one is left behind and that everyone is equipped with the locally owned 
technical, institutional and operational capacity to adopt this technology responsibly and 
in compliance with legal requirements . Capacity -building is key to ensuring broader 
participation in the multilateral process and that rules, norms and principles are 
developed in an inclusive way. Inclusivity, through effective consultations with the target 
recipients and close collaboration to ensure national and regional ownership, will provide 
legitimacy to any international norms or guidelines and help those standards take root 
universally. 
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 Why: Collectively, these multilateral actions aim to foster cooperation, set common rules and 
share knowledge on military AI at the international level with a view to increasing predictability. 
They aim to shape  the global landscape so that all states move towards safer and more 
transparent integration of AI in the military domain, thereby reducing the risks outlined above. 
While clustered under a single umbrella recommendation, each of the actions above could be 
implemented on its own , although their mutually reinforcing nature would amplify the impact 
achieved if they are implemented in combination . 

5.2.  Regional Recommendations  
2. Leverage regional and subregional organizations and dialogues  

 Who: Regional bodies  (e .g., African Union, European Union, ASEAN Regional Forum, 
Organization of American S ta tes ) and groups  of s ta tes  in regions .  

 What: Use existing regional cooperation frameworks to discuss  the issue of AI in the 
military domain . Regions  should incorporate  AI into their s ecurity agendas  and frameworks  – 
for example , convening dedicated s es s ions  or working groups  on the  regional impact of AI. 
They could develop region-specific CBMs, norms  or guidelines  tha t reflect local contexts  and 
set up ne tworks  for information-sharing on AI-re la ted bes t practices  suited to their s ecurity 
landscape. Regional and subregional cooperation could a lso be  leveraged to develop joint AI-
development projects , a ligning operational, legal and technical requirements . 

 Why: Regional and subregional approaches  a llow ta iloring to specific s ecurity realities  and 
threat perceptions , which could lead to concrete  results  that are  more  a ligned with specific 
needs . In addition, regional and subregional approaches  could be leveraged to inform and 
shape global dia logues  and s trengthen context-specific capacity-building.  

3. Initiate cross -regional dialogues  

 Who: Regional organiza tions  in partnership (e .g., European Union–African Union cooperation 
on technology s ecurity).  

 What: Initiate cross -regional dialogues  on AI , where  two or more regional groups  exchange  
les sons  and poss ibly a lign their approaches . 

 Why: Cross -regional dia logue can be  a  useful tool to enable  mutual learning and avoid echo 
chambers . By providing a  useful pla tform for information-sharing and for cons tructive  
challenge, this  will lead to an overall better preparednes s  to deal with the  risks  of AI. 

5.3.  National Recommendations  
4. Formulate and implement a natio nal strategy on AI in security and defen ce 

 Who: National governments . 

 What: Develop a comprehensive national strategy or policy on AI in security and defen ce. 
This  s tra tegy should outline  the  country’s  vis ion on military AI, priority areas  (e .g., which 
applications  to pursue or avoid), governance s tructures , and how it will uphold interna tional law 
and e thics . It s hould cover procedural aspects  (e .g., how the s tra tegy will be  implemented, 
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reviewed, updated) and subs tantive  aspects  (e .g., specific measures  on data  governance, AI 
as surance). It s hould be  a  whole-of-government effort: it s hould involve  defence, s cience and 
technology, jus tice  (lega l review), and other re levant departments  and agencies , as  well as  
consulta tions  with external s takeholders  domes tically. Once formulated, the  s tra tegy mus t be  
implemented via  concre te  action plans , and it mus t be  monitored and regularly reviewed in the  
light of technological changes .  

 Why: A national strategy ensures that a country does not react ad hoc to AI developments . It 
enables internal coordination, clarifies roles and responsibilities, and provides a clear direction 
for the development, acquisition, integration and use of AI in the military domain. It also signals 
to citizens , regional partners  and the international community that the state is committed to 
developing, deploying and using AI responsibly for international peace and security.  

5. Establish robust governance structures and review processes  

 Who: National governments . 

 What: Set up permanent governance bodies for AI  within defence ins titutions  (e .g., an AI 
s teering committee  a t the  minis try leve l to oversee  a ll programmes  or e thics  review boards  to 
as ses s  high-risk projects ) and inter-agency civilian–military working groups  to review new 
developments , anticipa te  dual-use  concerns  before  deployment and develop potentia l 
s afeguards  agains t misuse . Additionally, embed AI considerations into existing processes  
such as  procurement guidelines  to require  AI risk as ses sments , or lega l review proces ses  for 
AI-enabled capabilities  (analogous  to weapons  review). These  should poss ibly be  itera tive , 
checking sys tems  a t development and again before  deployment, to ensure  that they are  built 
for cons is tency and for compliance  with IHL and other re levant laws .  

 Why: Dedicated s tructures  provide focus  and accountability. They create  effective  checkpoints  
that AI projects  mus t pas s  and comply with cons is tently (e .g., e thical approval, legal clearance , 
s afe ty certification), reducing chances  of unsafe  or unlawful deployment. Integrating AI into 
s tandard procedures  a lso normalizes  the  cons ideration of its  implica tions  in a ll operations  
planning.  

6. Implement transparency and accountability measures  

 Who: National governments  and defence organizations .  

 What: Adopt measures to foster transparency  a t the  national leve l about AI programmes  and 
accountability  for the ir outcomes . Internally, this  could mean mainta ining deta iled logs  of 
decis ions  on AI sys tems  (for auditability) and reporting any incidents  or malfunctions  up the  
chain of command. Externally, governments  should be transparent (to the  extent that s ecurity 
a llows) about the ir approach to military AI – pos s ibly through published s tra tegy documents , 
pres s  s ta tements  on new policies , or engagement with legis la tive  bodies  and the  public. For 
accountability, military rules  should clarify that commanders  are  respons ible  for the  actions  of 
AI sys tems  under their command jus t as  with human subordinates , and rules  of engagement 
should be  updated accordingly (s ee  recommendation 10). In case  of accidents , s ta tes  should 
cons ider having an inves tigation protocol tha t includes  technical experts  to examine the  AI-
re la ted is sues , and they should communica te  findings  (and corrective  actions ) publicly when 
poss ible .  
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 Why: Transparency builds public trust and international confidence that a state is using AI 
responsibly. Accountability ensures that the presence of AI does not create a vacuum of 
responsibility – maintaining the ethical and legal norm that humans are accountable for military 
actions. These measures incentivize careful use and continuous improvement.  

7. Prioritize data governance and quality  

 Who: Defence organizations  and na tional regulators .  

 What: Implement robust data  practice s and governance frameworks  for a ll military AI 
applications . This  includes  inves ting in curating high-quality, representa tive  and disaggregated 
data  s e ts , es tablishing procedures  for data  verifica tion and updates , and enforcing data  s ecurity 
measures . Before  deploying AI sys tems , guide lines  should be  in place  for data  to be  respons ibly 
collected, process ed, used (covering is sues  of privacy, minimization of bias  and provenance of 
data), s tored and eventual des troyed.  

 Why: Good data  and good data  practices  are  the  backbone of effective  AI in the  civilian and 
military domain a like . By prioritizing robus t data  governance  and the  provis ion of the  necessary 
infras tructure  to enable  it, militaries  can improve  the  performance and trus tworthines s  of the ir 
AI sys tems  and reduce error ra tes . It will a lso mitigate  such risks  as  bias  and adversaria l data  
manipula tion. As  an overarching s tep, treating data  as  a  s tra tegic as se t – with appropria te  
s tandards  and s tewardship – is  es s entia l to harness  AI benefits . 

8. Adopt a life -cycle management approach   

 Who: Defence organizations  and contractors .  

 What: Manage AI capabilities through out  their entire  life  cycle  – from des ign and 
development, through tes ting and deployment, to updates  and decommis s ioning – with 
continuous  risk as ses sments  and mitigation a t each s tage. This  approach should be  
documented in policies , s tra tegies  or guidelines : for ins tance, mandating rigorous  AI as surance  
proces ses , including tes t, evalua tion, verifica tion and validation (TEVV), during development; 
implementing des ign choices  that promote  compliance by des ign; leveraging procurement 
proces ses  to reward solutions  tha t prioritize  safety and security; es tablishing monitoring and 
control measures  during opera tional use  (e .g., fa llback human-override  options ); and robus tly 
planning for how sys tems  will be  re tired or replaced safely.  

 Why: A life-cycle  view ensures  that s afe ty and compliance are  not one-time checkboxes  but 
ongoing commitments . This  reduces  chances  of fa ilure  in the  fie ld and ensures  that 
accountability is  mainta ined throughout the  sys tem’s  use . It a lso means  les sons  learned can be  
fed back into the  des ign of next-generation sys tems . Robus t decommis s ioning protocols  and 
proces ses  will minimize risks  of prolifera tion and divers ion to non-s ta te  armed groups  and 
malicious  actors , unintended consequences  from the sys tem’s  degradation, and exposure  to 
vulnerabilities . 

9. Invest in human capital and training  

 Who: Defence organizations  and decis ion makers , in partnership with private  sector and 
educational ins titutions .  
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 What: Develop extensive training  program mes for military personnel  on AI  and cultivate a 
new generation of AI-literate officers and specialists. This includes not only technical training  
but also training on the ethical and legal aspects of AI use in operations. In this regard, strict 
training requirements should be included in any procurement or government -to-government 
transfer of military AI -systems. Training should incorporate tailored scenarios into military 
exercises to enable personnel to gain experience of interacting with AI systems under realistic 
conditions (including adversarial action ) and of test procedures. Military-to-military dialogues 
could be leveraged to share lessons learned and best practices in order to further build 
knowledge and capacity. Through training, military personnel should develop an understanding 
of not only what the technology can and cannot do, but also the parameters used for testing, the 
test results, the benchmarks used for evaluation  and other factors that would contribute to 
calibrating the trust between human and technology. 

 Why: Human expertise and judgment remain critical. Personnel at all levels need to understand 
AI’s strengths and limitations in order to use it properly in any given context. Training reduces 
misuse (e.g., over -reliance or misinterpretation of AI outputs) and enables more effective 
human–machine teaming. In the big picture, having knowledgeable staff will help militaries to 
implement all other recommendations more successfully, from testing to policy  and legal  
compliance. 

10.  Review military operational  guidelines to strengthen AI governance in military contexts  

 Who: Defence organizations  and armed forces  leadership.  

 What: Adapt existing or develop new  military documentation , including doctrines , s tandard 
operating procedures  (SOPs), tactics , techniques  and procedures  (TTPs ), logbooks  and after-
action reports  among others , to account for the  impact that AI will have on the  conduct of 
warfare ; and review existing rules of engagement and develop new ones as required  to 
ensure  that the  chain of accountability remains  clear to operators  and decis ion makers , even 
after the  introduction of AI, and tha t military operations  can be conducted in full compliance with 
interna tional and na tional legal frameworks . Milita ries  a lready use  opera tional frameworks  such 
as  SOPs , TTPs , logbooks  and after-action reports  to govern behaviour on the  ba ttlefie ld, 
including the  use  of sys tems  and technology. These ins truments  ensure  cons is tency in 
operations , document bes t practices , and provide s tructured learning mechanisms  to refine  
military applications  over time. 

 Why: Exis ting military governance  tools  and ins truments  can be used to s trengthen the  
governance  of AI in the  military domain a t a  more practical, tactical level, thereby offering an 
impactful complement to the  highes t levels  of governance  and the  as socia ted obligations  
emanating from international, regional and national laws  and regulations . 
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6. Conclusion  
AI is  pois ed to profoundly influence  the  military domain, offering new capabilities  and efficiencies  even 
as  it dis rupts  es tablished practices  and poses  novel risks . The analys is  above underscores  that the  
implica tions  of military AI are  double-edged: on one s ide , AI can s trengthen defence, improve  
precis ion and a id human decis ion makers ; on the  other, if AI is  unchecked, it can introduce ins tability, 
uncerta inty and e thical dilemmas . As  the  international community moves  forward, the  overarching 
impera tive  is  to maximize AI’s  benefits  for s ecurity and peace  while  minimizing its  potentia l to caus e  
harm or escala tion. 

The current momentum – from the  United Nations  General Assembly’s  resolution acknowledging AI 
in the  military context beyond weapons , to multi-regional consulta tions  and expert dia logues  – is  a  
promis ing s ign. It shows  a  recognition by s ta tes  and the  wider multi-s takeholder community tha t a  
proactive  and collaborative  approach is  needed.  

Ultimate ly, the  success ful integration of AI into the  military domain should not be  measured jus t by 
the  capabilities  acquired. The  degree  to which the  use  of AI upholds  or even s trengthens  the  
interna tional peace and security architecture  should become an important s tandard of as ses sment. 
With deliberate  action now, AI’s  dis ruptive  potentia l can be managed and directed towards  enhancing 
global s ecurity. Conversely, neglecting the  governance of military AI could exacerbate  arms  races  or 
erode  the  laws  of war.  

The 10 recommended actions  provide a  road map for s ta tes  to es tablish a  robus t framework for 
respons ibly governing military AI a t the  national and international levels . Implementing them will 
require  politica l will and resources , It will sometimes  require  cultural change within governments  and 
the  military community to embrace a  more  inclus ive approach to governance of military capabilities . 
However, fully implementing them will greatly enhance a  s ta te’s  readiness  to capita lize  on the  benefits  
of AI while  controlling its  dangers . 

In conclus ion, AI in the  military domain is  a  reality that mus t be  neither overhyped nor underes timated. 
It is  a  domain to be  carefully shaped. By characterizing its  s cope, mapping its  applications  and 
opportunities , and candidly recognizing its  cha llenges , policymakers  and practitioners  can chart a  
path tha t preserves  international s ecurity.  

  



 
 
 

UNIDIR  29 

Reference List  
Selected UNIDIR Resources  
Giacomo Persi Paoli and Yasmin Afina, AI in the Military Domain: A Briefing Note for States 

(Geneva: UNIDIR, 2025), https://unidir.org/publication/ai -military-domain-briefing-note-
states/.  

Yasmin Afina, Regional Perspectives on the Application of International Humanitarian Law to Lethal 
Autonomous Weapon Systems (Geneva: UNIDIR, 2025), 
https://unidir.org/publication/regional -perspectives-on-the-application-of-international-
humanitarian-law-to-lethal-autonomous-weapon-systems/.  

Netta Goussac and Magdalena Pacholska, The Interpretation and Application of International 
Humanitarian Laws in Relation to Lethal Autonomous Weapon Systems: Background Paper 
on the views of States, scholars and other experts (Geneva: UNIDIR, 2025), 
https://unidir.org/publication/the -interpretation-and-application-of-international-humanitarian-
law-in-relation-to-lethal-autonomous-weapon-systems/.  

Ioana Puscas, Large Language Models and International Security: A Primer (Geneva: UNIDIR, 
2024), https://unidir.org/publication/large -language-models-and-international-security-a-
primer/.  

Yasmin Afina, The Global Kaleidoscope of Military AI Governance: Decoding the 2024 Regional 
Consultations on Responsible AI in the Military Domain (Geneva: UNIDIR, 2024), 
https://unidir.org/publication/the -global-kaleidoscope-of-military-ai-governance/.  

Yasmin Afina and Giacomo Persi Paoli, Governance of Artificial Intelligence in the Military Domain: 
A Multistakeholder Perspective on Priority Areas (Geneva: UNIDIR & RAISE, 2024), 
https://unidir.org/publication/governance -of-artificial-intelligence-in-the-military-domain-a-
multi-stakeholder-perspective-on-priority-areas/. 

Giacomo Persi Paoli and Samuele Dominioni, Exploring the AI–ICT Security Nexus (Geneva: 
UNIDIR, 2024), https://unidir.org/publication/exploring -the-ai-ict-security-nexus/.  

Yasmin Afina, Draft Guidelines for the Development of a National Strategy on AI in Security and 
Defence: Policy Brief (Geneva: UNIDIR, 2024), https://unidir.org/publication/draft -guidelines-
for-the-development-of-a-national-strategy-on-ai-in-security-and-defence/. 

Gender and Disarmament & Security and Technology Programmes, “Gender and Lethal 
Autonomous Weapons Systems”, Factsheet, UNIDIR, 2024, 
https://unidir.org/publication/gender -and-lethal-autonomous-weapons-systems/. 

Alisha Anand and Henry Deng, Towards Responsible AI in Defence: A Mapping and Comparative 
Analysis of AI Principles Adopted by States (Geneva: UNIDIR, 2023), 
https://unidir.org/publication/towards -responsible-ai-in-defence-a-mapping-and-comparative-
analysis-of-ai-principles-adopted-by-states/. 

https://unidir.org/publication/ai-military-domain-briefing-note-states/
https://unidir.org/publication/ai-military-domain-briefing-note-states/
https://unidir.org/publication/regional-perspectives-on-the-application-of-international-humanitarian-law-to-lethal-autonomous-weapon-systems/
https://unidir.org/publication/regional-perspectives-on-the-application-of-international-humanitarian-law-to-lethal-autonomous-weapon-systems/
https://unidir.org/publication/the-interpretation-and-application-of-international-humanitarian-law-in-relation-to-lethal-autonomous-weapon-systems/
https://unidir.org/publication/the-interpretation-and-application-of-international-humanitarian-law-in-relation-to-lethal-autonomous-weapon-systems/
https://unidir.org/publication/large-language-models-and-international-security-a-primer/
https://unidir.org/publication/large-language-models-and-international-security-a-primer/
https://unidir.org/publication/the-global-kaleidoscope-of-military-ai-governance/
https://unidir.org/publication/governance-of-artificial-intelligence-in-the-military-domain-a-multi-stakeholder-perspective-on-priority-areas/
https://unidir.org/publication/governance-of-artificial-intelligence-in-the-military-domain-a-multi-stakeholder-perspective-on-priority-areas/
https://unidir.org/publication/exploring-the-ai-ict-security-nexus/
https://unidir.org/publication/draft-guidelines-for-the-development-of-a-national-strategy-on-ai-in-security-and-defence/
https://unidir.org/publication/draft-guidelines-for-the-development-of-a-national-strategy-on-ai-in-security-and-defence/
https://unidir.org/publication/gender-and-lethal-autonomous-weapons-systems/
https://unidir.org/publication/towards-responsible-ai-in-defence-a-mapping-and-comparative-analysis-of-ai-principles-adopted-by-states/
https://unidir.org/publication/towards-responsible-ai-in-defence-a-mapping-and-comparative-analysis-of-ai-principles-adopted-by-states/


 
 
 

UNIDIR  30 

Sarah Grand-Clément, Artificial Intelligence Beyond Weapons: Application and Impact of AI in the 
Military Domain (Geneva: UNIDIR, 2023), https://unidir.org/publication/artificial -intelligence-
beyond-weapons-application-and-impact-of-ai-in-the-military-domain/. 

Ioana Puscas, AI and International Security: Understanding the Risks and Paving the Path for 
Confidence-Building Measures (Geneva: UNIDIR, 2023), https://unidir.org/publication/ai -and-
international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-
measures/.  

Wenting He and Alisha Anand, The 2022 Innovations Dialogue: AI Disruption, Peace and Security 
(Geneva: UNIDIR, 2023), https://unidir.org/publication/the -2022-innovations-dialogue-ai-
disruption-peace-and-security-conference-report/.  

Ioana Puscas, Human–Machine Interfaces in Autonomous Weapon Systems (Geneva: UNIDIR, 
2022), https://unidir.org/publication/human -machine-interfaces-in-autonomous-weapon-
systems/. 

Arthur Holland Michel, Known Unknowns: Data Issues and Military Autonomous Systems (Geneva: 
UNIDIR, 2021), https://unidir.org/publication/known -unknowns-data-issues-and-military-
autonomous-systems/. 

Manuel Martinez, Alfredo Malaret, Erica Mumford and Natalie Briggs, Diversion Analysis 
Framework, Arms Trade Treaty Issue Brief 3 (Geneva: UNIDIR, Conflict Armament Research 
and Stimson Centre, 2021), https://unidir.org/publication/arms -trade-treaty-issue-brief-3-
diversion-analysis-framework/. 

Giacomo Persi Paoli, Kerstin Vignard, David Danks and Paul Meyer, Modernizing Arms Control: 
Exploring Responses to the Use of AI in Military Decision-Making (Geneva: UNIDIR, 2020), 
https://unidir.org/publication/modernizing -arms-control/ . 

Arthur Holland Michel, The Black Box, Unlocked: Predictability and Understandability in Military AI 
(Geneva: UNIDIR, 2020), https://unidir.org/publication/the -black-box-unlocked/. 

Selected External Publications  
Yasmin Afina and Sarah Grand-Clément, Bytes and Battles: Inclusion of Data Governance in 

Responsible Military AI, Centre for International Governance Innovation (CIGI) Papers no. 38 
(Waterloo, ON: CIGI, October 2024), https://www.cigionline.org/static/documents/Afina -
Grand_Clement.pdf. 

United Nations  Documents, Resolutions and Statements  
General Assembly resolution 79/239, “Artificial Intelligence in the Military Domain and Its 

Implications for International Peace and Security”, 24 December 2024, 
https://docs.un.org/en/A/RES/79/239 .  

United Nations, A New Agenda for Peace, Our Common Agenda Policy Brief no. 9 (New York: 
United Nations, July 2023), 
https://peacemaker.un.org/sites/default/files/document/files/2024/08/our -common-agenda-
policy-brief-new-agenda-peace-en.pdf. 

https://unidir.org/publication/artificial-intelligence-beyond-weapons-application-and-impact-of-ai-in-the-military-domain/
https://unidir.org/publication/artificial-intelligence-beyond-weapons-application-and-impact-of-ai-in-the-military-domain/
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-measures/
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-measures/
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-measures/
https://unidir.org/publication/the-2022-innovations-dialogue-ai-disruption-peace-and-security-conference-report/
https://unidir.org/publication/the-2022-innovations-dialogue-ai-disruption-peace-and-security-conference-report/
https://unidir.org/publication/human-machine-interfaces-in-autonomous-weapon-systems/
https://unidir.org/publication/human-machine-interfaces-in-autonomous-weapon-systems/
https://unidir.org/publication/known-unknowns-data-issues-and-military-autonomous-systems/
https://unidir.org/publication/known-unknowns-data-issues-and-military-autonomous-systems/
https://unidir.org/publication/arms-trade-treaty-issue-brief-3-diversion-analysis-framework/
https://unidir.org/publication/arms-trade-treaty-issue-brief-3-diversion-analysis-framework/
https://unidir.org/publication/modernizing-arms-control/
https://unidir.org/publication/the-black-box-unlocked/
https://www.cigionline.org/static/documents/Afina-Grand_Clement.pdf
https://www.cigionline.org/static/documents/Afina-Grand_Clement.pdf
https://docs.un.org/en/A/RES/79/239
https://peacemaker.un.org/sites/default/files/document/files/2024/08/our-common-agenda-policy-brief-new-agenda-peace-en.pdf
https://peacemaker.un.org/sites/default/files/document/files/2024/08/our-common-agenda-policy-brief-new-agenda-peace-en.pdf


 
 
 

UNIDIR  31 

United Nations  Secre tary-General, Message to the  Inaugural Global Conference on AI, Security and 
Ethics  2025, Geneva, 27 March 2025, https ://unidir.org/un-secretary-generals -message-
inaugural-global-conference-ai-security-e thics /. 

Presentations  
Jane Pinelis and Kerstin Vignard, “Responsible AI vs. AI Assurance: A Semantic Showdown”, 

Presentation, Global Conference on AI Security and Ethics 2025, Geneva, 27 March 2025. 

Multistakeholder Dialogues  
UNIDIR, “The Roundtable for AI, Security and Ethics: Forging Global Alignment through 

Multistakeholder Dialogue”, 24 October 2024, https://unidir.org/event/the -roundtable-for-ai-
security-and-ethics-forging-global-alignment-through-multistakeholder -dialogue/. 

UNIDIR, “The Second Roundtable for AI, Security and Ethics (RAISE)”, 4–6 September 2024, 
https://unidir.org/event/the -second-roundtable-for-ai-security-and-ethics-raise/. 

 

 

https://unidir.org/un-secretary-generals-message-inaugural-global-conference-ai-security-ethics/
https://unidir.org/un-secretary-generals-message-inaugural-global-conference-ai-security-ethics/
https://unidir.org/event/global-conference-on-ai-security-and-ethics-2025/
https://unidir.org/event/the-roundtable-for-ai-security-and-ethics-forging-global-alignment-through-multistakeholder-dialogue/
https://unidir.org/event/the-roundtable-for-ai-security-and-ethics-forging-global-alignment-through-multistakeholder-dialogue/
https://unidir.org/event/the-second-roundtable-for-ai-security-and-ethics-raise/

	Table of Contents
	Abbreviations
	Executive Summary
	1. Introduction
	2. Defining the Military Domain
	3. Exploring the Opportunities: Applications of AI in the Military Domain
	3.1. Command and Control
	3.2. Information and Intelligence
	3.3. Advanced Autonomy
	3.4. Logistics and Support
	3.5. Training and Simulation
	3.6. Other Organizational and Support Functions

	4. Unpacking the Challenges
	4.1. Technological Challenges
	Data Quality and Availability
	Opacity
	Testing and Evaluation
	Cybersecurity
	Misuse or Misunderstanding

	4.2. Security Challenges
	4.3. Legal, Policy and Ethical Challenges
	Legal Challenges
	Policy Challenges
	Ethical Challenges


	5. Recommendations: A 10-step Road Map
	5.1. Multilateral Recommendations
	5.2. Regional Recommendations
	5.3. National Recommendations

	6. Conclusion
	Reference List
	Selected UNIDIR Resources
	Selected External Publications
	United Nations Documents, Resolutions and Statements
	Presentations
	Multistakeholder Dialogues


