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I'pynna npaBuTe/1bCTBEHHBIX IKCIIEPTOB 110 HOBBIM
TEXHOJIOTUSIM B cepe CO3TaHUS CMEPTOHOCHBIX
ABTOHOMHBIX CHCTEM BOOPYKEeHH I

Kenena, 25-29 mapra 2019 rona
IIyHKT 5 peBapUTEIbHOM IOBECTKU JAHS

HHoTreHuuaJbHbIe BO3MOKHOCTH U OIPAHUYCHHUSA
BOCHHOI'0 IPUMEHEHHA CMEPTOHOCHBIX ABTOHOMHBIX
CHUCTEM BOOPYKECHUI"

IIpeacrasiaeno Poccuiickoii @enepanueit

1. Ha ceccun neifctByromeit B pamkax KonBenuuu o «HerymanHom» opyxuu (KHO)
I'pynms! npaBuTeIbCTBEHHBIX AKCTIEPTOB (I'TID) Mo cMepTOHOCHBIM aBTOHOMHBIM CHCTEMaM
Boopyxenuir (CAC) B asrycte 2018 1. ObUI cmenmaH psj Tpe3eHTAlMd, B KOTOPBIX
MIPOAEMOHCTPHUPOBAHB HEKOTOPBIE IPEUMYIIECTBA CHCTEM BOOPYXEHHH C BBICOKOH
CTETIeHBI0 aBTOMATH3AIMH B KOHTEKCTE X BOSHHOT'O MPUMEHEHHMS, B T.4. BBIITOJHEHUS HOPM
MeXJTyHapoaHOro TyMaHuTapHoro npasa (MI'TI). B wacTHOCTH, Ha KOHKPETHBIX IpUMepax
yOeauTeNnbHO TOKa3aHO, YTO TaKHe CPEACTBA UTPAIOT BAXKHYIO POJIb IPU PEUICHHH 3a1ad
000pOHBI, 6OPHOBI ¢ TEPPOPUCTUIECKON YIPO30i, MUHHON OMAacHOCTHIO U T.J. Poccuiickast
@eneparyst xoTena Obl BHECTH BKJIAJ B PACCMOTPEHUE YKa3aHHOTO BOIPOCA MOCPEICTBOM
JTAHHOTO paboyvero JOKyMEHTa.

2. Poccuiickas @eneparusi MCXOAUT U3 TOro, uro mnorteHuuansHele CAC mMoryr
JEMOHCTPHUPOBATh OO0NbIIYyI0 3(P(HEKTUBHOCTh, YEM YENIOBEK-OTepaTop MpH pEUICHUU
MIOCTaBJICHHBIX 33/a4, COKpAllaTh BEPOSITHOCTH OIMMOOK. B uwacTHOCTH, Takue CHCTEMBI
CHOCOOHBI CYIIECTBEHHO CHHU3HTHh HETaTHBHBIE IIOCJIEICTBUSA TNPHMEHEHHS OPYXHS B
koHTekcre MITTI, cBs3aHHBIE C OMMOKAMM OIEpPaTopa, €ro IMCHXWYECKHUM U
(U3NOJOTHYECKUM ~ COCTOSIHHMEM, HPAaBCTBEHHBIMH, PEIWTHO3HBIMH, MOPAIbHBIMHU
ycraHoBkamH. [IpruMeHeHrne BRICOKOAaBTOMATH3MPOBAHHBIX TEXHOJIOTHI MOXKET 00ECTIeYHTh
MTOBBIIIEHNE TOYHOCTH HABEACHUS CPEICTB MOPAXCHNUS, HAPABICHHBIX IPOTHB BOCHHBIX
00BEKTOB, CIIOCOOCTBOBATH COKPAIIEHWIO BEPOSATHOCTH HEIPETHAMEPEHHOTO HAHECEHHUS
YAapoB IO TPAKIAHCKOMY HACETICHUIO M TPaXXTaHCKUM OOBEKTaM.

3. [TorennmansapiMu HanpaBieHUAMH npuMeHeHnst CAC SBISIOTCA:
a) YHUYTOXEHHE BOCHHBIX O0BEKTOB;
0) 3aliTa W OXpaHa CTPATeTHYECKH BaXKHBIX 00BeKTOB (ADC, MIIOTHHBI,

MOCTHI U T.11.);

B) JIMKBUJIALUSI TEPPOPUCTHUECKUX IPYIIIUPOBOK;

* Unofficial English translation is provided after the Russian text.

GE.19-04360 (R)

* 1904360 %

IIpocsda oTHPaBHTE HA BTOPHYHYIO nepepaﬁon«y@ E T



CCWI/GGE.1/2019/WP.1

F) 3aluyTa MUPHOT'O HACCIICHUA.

4. JeicTByOLIKEe CUCTEMBI BOGHHOI'O HA3HAUYECHHUS BbICOKOM CTEIIEHU aBTOMAaTU3a1[uU HE
CJIEIYET BHIJEIATD B «0CO0YI0» KaTeropHio, Hy>KAAIOIIYIOCs B HEMEUICHHBIX OTPaHUYEHUSIX
u 3amperax. VIMEHHO Takoil ypOBEHb aBTOMAaTH3allMHM IO3BOJLIET MOJOOHBIM CHCTEMaM
JIeWCTBOBATh B TMHAMUYHOI 00€BOH 00CTaHOBKE U B pa3lIMUHBIX Cpesiax, 00ecreynBas npu
9TOM HaJUIeXkAall[yl0 CTEIEeHb W30MpPaTeNbHOCTM M TOYHOCTH W, KakK CIEACTBHE, MX
COOTBeTCTBUE IpuHIUIamM U Hopmam MITL

5. Poccuiickass Denepanus nomaraer, uyro npeamer obcyxaenus B ['TID mo CAC
JIOJDKEH OIPaHUYUBATHCA MOJHOCTHIO ABTOHOMHBIMH CHCTEMaMHM, IOJ] KOTOPBIMU MBI
npeajgaraeéM IOHMMaTh «OE39KHMaKHbIE TEXHUYECKHE CPEJCTBA, HE SBIAIOLINECS
Ooerpunacamu M MpeAHA3HAYCHHBIC JUISl BBIIOJHEHUS! OOEBBIX W 00ECIEeUMBAIOIIUX 3a/1a4
0e3 Kakoro-nubo ydacTusi orepatopa». B 3Toil cBs3u BBICTyNaeM NpPOTUB OOCYKACHUS
TEMAaTHUKH OECHMJIOTHBIX JIeTaTeNbHbIX ammaparoB B koHtekcre CAC B pamkax KHO,
MIOCKONBKY OHM MPEACTaBISIIOT cO00M YacTHBIM ciydail BBICOKOAaBTOMATH3HMPOBAHHBIX
cucteM u He oTHocsTcs K CAC.

6. CymiecTBytoliee MEeXIyHapoJIHOE MpaBo, Bkitouas MITI, conepxuT psj Ba)KHBIX
OrpaHUYEHUN, KOTOpPbIE IOJHOCTBIO PACHPOCTPAHSIOTCS Ha CHCTEMBl BOOPYKEHUU C
BBICOKOH CTEIIEHBIO ABTOMATU3allMU U HEC HYXJIAIOTCA B MOJACPHU3AIUN WK agalTalliu K
CHeHI/I(bI/IKC JaHHBIX CpPEACTB. B YaCTHOCTHU, IOJ TaKUMHU OIpaHUYCHUSAMH IMOHUMACTCHA
cienyrouiee:

a) HEJIOMYCTHUMO HEeW30upaTeNibHOe, Hemponopiuuonaibioe npumenenue CAC,
HUX HMCIOJIb30BAHUC IIPOTHUB TIPAXXAAHCKOI'O HACCJICHHA, a TaKXKe oe3 MPpUHATUA MEP
MIPEJOCTOPOKHOCTHU AJIS €T0 3aIUTHI;

0) nro6oe Boernoe nmpuMeHeHne CAC TOKHO OCYIIECTBIIATHCS B COOTBETCTBUU
C TMPUHIMIIOM COPa3MEPHOCTH MEXKIy BOCHHOH HEOOXOMUMOCTHIO M TNPUYUHEHHBIM
yiepoom;

B) MPUHSITHE PEHIEHUs O 1eNiecoo0pa3HoCcTH, GopMax U crocodax MPUMEHEHUS

CAC ocymiecTBiseTcsl 4€JIOBEKOM, IJIAHUPYIONIMM IPOBEIEHUE BOEHHOW OIepanuu U
(hOPMHUPYIOLTUM CIECHAPHH IPUMEHEHHUS (MUCCHIO) JAHHBIX CUCTEM.

7. B kagecTBe BaXHOTO OTPaHUYMTEIN pacCMaTpHUBaeM OOECIIEYeHHE UYEeIOBEYECKOIO
KOHTPOJIS 3a QYHKIIMOHUPOBAHUEM TakuxX cucteM. [ 3Toro B koHtype ynpasieHuss CAC
JOJDKHA OBITH TPEAyCMOTPEHa BO3MOXKHOCTH BMEIIATEIbCTBA UEIOBEKa-OIlepaTopa WM
CHCTEMBI YIIPABJICHHUS BEPXHETO YPOBHS /I U3MEHEHUSI pekuMa (PYHKIIMOHUPOBAHUS TAKUX
CHCTEM, BKJIFOYAs YaCTHUHYIO WM TIOJHYIO JleaKTuBanuio. [Ipu 5ToM UCX0auM U3 TOTO, 4TO
KOHKpeTHbIe (OPMBI M METOMBI YEIOBEUYCCKOTO KOHTPOJSI JOJDKHBI OCTAaBaThCs Ha
YCMOTpEHHE TOCYAAPCTB.

8. JlononHuTenbHEIM  MHCTpyMeHTOM perymupoBanusi CAC B KOHTEKCTe HX
nocrnenyroliero 6oesoro npuMmeneHus spisietcs Ctathst 36 JIONOTHUTENEHOTO MPOTOKOIA |
(AI1-1) 1977 1. x JKeneBckuMm koHBeHIIM 1949 1. Poccus mnpunepxuBaercs
COOTBETCTBYIONINX 0043aTENCTB M HE CUMTAET HEOOXOANMOH BBIPAOOTKY YHHUBEPCAIHHOTO
0053aTeTLHOT0 MEXaHM3Ma MPOBEICHUS «IPAaBOBBIX 0030pOB», TeM Oojee CIerHaibHO
npexnazHadenHoro i CAC. Bompmee 3Hauenne npupmaém yeuBepcammzammu [AI1-1 u
CHSTHIO TOCYJaPCTBAMH OTOBOPOK, CAETAHHBIX IPH paTH(UKaIK 3Toro nHCTpyMenTa MITIL.

9. B Poccuiickoii @eneparyu co3nana o0MerocyapCcTBeHHAs CUCTEMA, TIO3BOJISIONIAs
Ha OCHOBE JICHCTBYIOIIEH HOPMATHBHO-IIPABOBOW 0a3bl OCYIIECTBIATH KOHTPOJIH 00pa3IoB
Ha COOTBETCTBUC 3alaHHBIM Tpe60BaHI/IHM. Taxas IIPOBEPKa MPOBOAUTCA HA BCEX dTaIlax
ONBITHO-KOHCTPYKTOPCKMX ~ pabOT TIO0 CO3JaHHI0  OKCIIEPUMEHTAJIbHBIX  00pa3loB
BOOPYXKCHUA U BOEHHOH TCXHUKH, a TAKXEC B ICPUOA HX OKCIUTyaTallvuu. HpI/I OLICHKE
TIPOAYKIIUN BOCHHOTI'O HAa3HAUYCHUS TIOATBEPKAAIOTCA HE TOJIBKO 3as1BJICHHBIC
(yHKIMOHAJIBHBIE M O3KCIUIyaTAlMOHHBIE XapaKTEePUCTHKH, CTETIeHb BO3ICHCTBUS Ha
OKPYXKAIONIYI0 Cpeny, HO U e€ cooTBeTcTBUE TpeboBanusm Crareu 36 JII1-1.

10.  Poccwuiickas Demepanust yoexzaena, uro mpoodimemarnka CAC Tpebyer KpaiiHe
OCTOPOKHOTO OTHOIICHUsS. B muckyccusx mo atoit Teme B I'TID He ciieayeT HrHOPUPOBATH
MTOTEHIMAJIbHBIEC IPEUMYIIECTBA TAKMX CHCTEM B KOHTEKCTE PEIICHHS 3a/1a4 HAIIHOHATEHON
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Oe3omacHOCTH rocyaapcTtB. HeoOxoaumo pa3o0parhCsi B MOITAIBHOCTSAX MPUMCHCHUS
CYILECTBYIOIIMX MEXIYHapOIHO-TIPAaBOBBIX oOrpaHudeHuid U HopM MITI Kk naHHBIM
cpenctBaM. Takum oOpasom, cHithe o3aboucHHOCTel B oTHOmeHHH CAC NeXHT B
IUIOCKOCTH TOOPOCOBECTHOTO BBIMOJHCHUS yiKE NEHCTBYIOIIMX MEXKIYyHAPOIHO-TIPABOBBIX
HOPM.
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[English unofficial translation]

Potential opportunities and limitations of military uses of
lethal autonomous weapons systems

Submitted by the Russian Federation

1. At the meeting of the Group of Governmental Experts (GGE) on lethal autonomous
weapons systems (LAWS) under the Convention on Certain Conventional Weapons (CCW)
held in August, 2018, a number of presentations were made that showed certain advantages
of highly automated weapons systems in the context of military uses, including the
compliance with the rules of international humanitarian law (IHL). In particular, specific
examples vividly demonstrated that such means play an important role in addressing the tasks
of defense, combatting terrorist threats, mitigating mine danger and so on. The Russian
Federation would like to contribute to dealing with the above issue by this working paper.

2. The Russian Federation presumes that potential LAWS can be more efficient than a
human operator in addressing the tasks by minimizing the error rate. In particular, such
systems are capable of considerably reducing the negative consequences of the use of
weapons related to operator’s errors, mental and physiological state, as well as ethical,
religious or moral stance in the IHL context. The use of highly automated technology can
ensure the increased accuracy of weapon guidance on military targets, while contributing to
lower rate of unintentional strikes against civilians and civilian targets.

3. Possible uses of LAWS include:
(@)  destruction of military facilities;

(b)  protection and safekeeping of critical infrastructure (atomic power plants,
dams, bridges and so on);

(c)  elimination of terrorist groups;
(d)  protection of civilians.

4. The existing highly automated military systems should not be separated into a
"special” category requiring immediate restrictions and bans. It is this degree of automation
that enables such systems to operate in dynamic combat situations and in various
environments while ensuring an adequate level of discrimination and accuracy and, therefore,
their compliance with IHL principles and norms.

5. The Russian Federation supposes that the discussion within the GGE on LAWS
should be limited to fully autonomous systems, for which we propose the following
definition: "unmanned technical means other than ordnance that are intended for carrying out
combat and support missions without any involvement of the operator”. In this regard, we
are opposed to discussing the issue of unmanned aerial vehicles in the context of LAWS
within the CCW framework, since they are a particular case of highly automated systems and
are not classified as LAWS.

6. Existing international law, including IHL, contains a number of important restrictions
that fully apply to highly automated weapons systems and do not need to be modernized or
adapted to the specific features of such means. In particular, these restrictions are as follows:

(@) indiscriminate and disproportionate use of LAWS, as well as their use against
civilians or without precautions taken to protect civilians is unacceptable;

(b)  any military use of LAWS should be conducted in compliance with the
principle of proportionality between the military necessity and the damage caused;

(c)  the decision on whether and how to use LAWS is made by a person planning
the military operation and developing scenarios of the use (mission) of these systems.

7. We consider human control over the operation of such systems an important limiting
factor. For these purposes, the control system of LAWS should provide for intervention by a
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human operator or the upper-level control system to change the mode of operation of such
systems, including partial or complete deactivation. At the same time, we believe that specific
forms and methods of human control should remain at the discretion of States.

8. Article 36 of 1977 Additional Protocol | (AP 1) to the Geneva Conventions of 1949 is a
supplementary tool to regulate LAWS in the context of future military uses. Russia adheres to
its relevant obligations and deems it unnecessary to elaborate a universal mandatory mechanism
for "legal reviews", especially just for LAWS. We believe it is more important to universalize
AP | and for the States to withdraw their reservations made after ratifying this IHL instrument.

9. The Russian Federation has put in place a state-wide system to check prototypes for
compliance with the specified requirements on the basis of the existing legal framework.
Such checks are carried out at all stages of development of prototype weapons and military
equipment, as well as during their operation. The assessment of military products confirms
not only their declared functional capabilities and performance characteristics and their
environmental impact, but also their compliance with the requirements set out in Article 36
of AP I.

10.  The Russian Federation is convinced that the issue of LAWS is extremely sensitive. While
discussing it, the GGE should not ignore potential benefits of such systems in the context of
ensuring States' national security. It is necessary to examine the modalities for applying the
existing international legal restrictions and IHL rules to these systems. Thus, the concerns
regarding LAWS can be addressed through faithful implementation of the existing international
legal norms.




