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[IyHKT 5 noBecTKH IHS

AKTHBU3ALHUS PACCMOTPEHMS NpPeAI0KeHUl 1 pa3padoTKa HA OCHOBE KOHCEHCYCa BO3MOXKHBIX Mep, B TOM YHUCJIe
NPUHUMAS BO BHUMAaHKe IPUMepP CYyHIeCTBYIOIIMX MPOTOK0JIOB B paMkax KonBeHuuu, 1 Ipyrux BapuaHToB,
KAaCal0LMXCSl HOPMATHBHOM M ONEPATHBHON OCHOBBI 10 HOBBIM TEXHOJIOTHSAM B c(epe co31aHUsI CMEPTOHOCHBIX
ABTOHOMHBIX CHCTEM BOOPY:KeHHii, 0CHOBBIBAsICH HA PeKOMeHAalUAX U BbIBOAAaX ['pynnbl npaBuTEIbCTBEHHBIX
JKCIEPTOB MO BONMPOCAM, KACAIOUIUMCS HOBBIX TEXHOJIOTHH B cepe cO3TaHUSI CMEPTOHOCHBIX ABTOHOMHBIX
CHUCTEeM BOOPY KeHMil, U NPUBJeKAas IKCNEPTHbIE 3HAHUSA M0 MPABOBbIM, BOEHHBIM H T€XHOJIOTHYeCKUM
acmeKkTam

«O Konuenuumn nesareabHocTH Boopy:keHnbix Cui
Poccuiickoii @enepaunu B cepe paspadoTku U IPUMEHEHMSI
CHCTEM BOOPYKEHHH C UCIO0JIb30BAHNEM TEXHOJIOTMHI
HCKYCCTBECHHOI'0 HHTEJLJIEKTA)

PaGounii nokyment Poccuiickoii @enepanuu

BBenenue

26 wronst 2022 roga Munuctpom oboponsl Poccuiickoit @enepaunu yTBepikaeHa
Konuernus nesirenproctr Boopyskennpix Cun (BC) Poccuiickoit @enepanuu B chepe
pa3paboTKW W TPUMEHEHUS CHCTEM BOOPYKEHHH C HCHOJIB30BAHUEM TEXHOJIOTHI
rckyccTBeHHoro unresiexra (M1).

HacTosmuii 1oKkyMeHT UMeeT LeIbl0 3aKPENUTh IPUHIMIILI PA3BUTUSL U IPUMEHEHUS
CHUCTEM BOOpYXCHUH ¢ ucmnonb3oBanueMm TtexHosoruii U1 B BC Poccun, obecrieunth
coOumo/ieHre 00513aTEIbCTB 0 MEXKAYHAPOJHOMY IIPaBy, B TOM YHCIIE MEXITyHapOJHOMY
rymanurapHomy mnpaBy (MITI), a Taxke 3aJ0XHUThb OCHOBBI B3aUMOJAEHCTBUSI H
COTpYIHMYECTBa C MHOCTPaHHBIMU NapTHepamu B cdepe NI.

ITonoxenus HacCToOAIIECro AOKYMCEHTa HAJICKUT HCIIOJIb30BAaTh Ha BCEX IJTamnax
KU3HCHHOTI'O IUKJIa CUCTEM BOOpy)KeHI/Iﬁ C MCIOJIb30BaHHEeM TexHoioruii MU.

1. B noxymeHnTe pa3BepHyTO HpeJCTaBIEH NMOHATUNHBIN amnmapar, NpPUMEHSIEMbIH Kak
pa3paboTyMKaMK, TaKk M KOHEYHBIMH IIOJIb30BATEIISIMM CHCTEM BOOPYXEHHH C
UCToNb30BaHueM TexHonoruit M.

2. KOHHGHHI/IH 3aKpCIUIACT CUCTEMY B3IJIAJ0OB U OCHOBHBIC MPUHIUIILI B OTHOIICHUUN
CHCTEM BOOpy)KeHI/Iﬁ C UCIIOJIb30BAaHHUEM TE€XHOJIOTHI HNCKYCCTBCHHOT'O MHTCJJICKTA:

be3onacnocms — HeOyCTUMOCTD UCTIOIB30BAHUS CUCTEM B LENAX YMBIIUIEHHOTO
MPUYMHEHUS BpeIa TPakJaHaM U FOPUINICCKUM JIUIAM, MIPEIYIPEKICHUEC U MUHUMHU3AIUS
PUCKOB BO3HUKHOBEHHMS! HETAaTHUBHBIX TOCJIEJICTBUN HCIONb30BAHUS TEXHOJOTHH; Mpu
pa3paboTke WM MPUOOPETCHUN CHCTEM BOOPYKCHHU C MCIOJb30BaHMEM TexHoyoruii MU



CCW/GGE.1/2023/WP.5

OyIyT YYUTHIBATHCS TPEOOBaHHS OOECTICUeHUs (PU3MIECKON 3aITUIIIEHHOCTH, HaIJIeKaITuX
He(DU3MUECKUX TapaHTUH (BKJIOYAss KUOEP3alIUIIEHHOCTh OT B3JIOMa WM ITOJMEHBI
JIAaHHBIX), PUCK PACHPOCTPAHEHHs, B TOM 4YHCJIE NPHOOPETEHUS TEPPOPUCTHUECKUMU
rpyIamMu.

Ilpo3paunocms — 00BICHUMOCTE pabOTHI HCKYCCTBEHHOTO MHTEJUIEKTA U IpoIiecca
JIOCTIDKEHUS IM PE3YJIbTaTOB, HEAUCKPUMUHAIMOHHBIN TOCTY ITOJIB30BAaTEICH MPOITYKTOB,
KOTOpBIE CO3HaHBI C wWcmoib3oBaHmeM WM, k wHpOpMANUM O NPUMEHSEMBIX B ITHX
MPOAYKTax anroputmax padorsr M.

Texnonocuueckuii cysepenumem — oOeclicueHHE HEOOXOAMMOIO YPOBHA
camocrosaTenbHOCTH Poccuiickort @enepanni B 00JaCTH HCKYyCCTBEHHOTO WHTEIUIEKTA,
B TOM YHCJIE TIOCPEICTBOM IPEHUMYIIECTBEHHOTO HCIIOIb30BAHUS OTEYECTBEHHBIX
TexHoyoruit IV u TeXHOIOTHYeCKHUX pelieHuH, pa3paboTaHHbIX Ha ocHOBe M.

Omeemcmeennocms — COXPaHEHHE OTBETCTBEHHOCTH YEIOBEKA 3a PEIICHHUS II0
CO3JJaHMI0 M TIPIMEHEHUIO CHCTEM BOOPYXEHHH C WCHONB30BAHUEM TEXHOJIOTHH
HCKYCCTBEHHOTO HHTEIJIEKTa Ha BCEX OJTamax MX JKU3HEHHOTO NHMKJIA, a TaKkke B
COOTBETCTBHUHM C MPUMEHHMBIMH HOPMaMH MEXIyHApOAHOTO TIIpaBa, B TOM 4HCIE
MOCpeACTBOM obecrieueHnsl (PyHKIMOHMPOBAHHUSA TaKMX CHCTEM B PAMKaX OTBETCTBEHHOM
LIeNN KOMaHJOBaHUS H YIIPABICHUS.

Konmponb — HeoOXOANMOCTh COXPAaHEHHsI KOHTPOJIS YEJIOBEKa HAJ CHUCTEMOM
BOOPYXCHHUH ¢ ncmoib3oBaHueM TexHonoruit UU; koHKpeTHBIE (POPMBI 1 METOABI TaKOTO
KOHTPOJISI OCTalOTCS HAa YCMOTPEHHE TocynapcTBa; () (EKTUBHBIN KOHTPOJIb YEIOBEKA HaJ
CHCTEMOM MOXKET 00eCTIednBaThCS HE TOJIBKO MyTEM IPSIMOTO yIPABICHUS.

3. Ocoboe BHIMaHHE YICICHO BOMPOCY COOIONEHUS IIOJIOKEHHH MEXIyHapOIHOTO
mpasa, B ToM uncie MI'T], a Takke OTBETCTBEHHOCTH 32 UX OCYILLECTBIICHUE.

[ToaTBepXxkmeHo, 9TO MEXIYHAPOAHOE TpaBo, BKIoYas YcraB Opraruzanun
O6vennaennpx Haruit, MI'T], mOJHOCTEIO IPAMEHUMBI KO BCEM OPYXECHHBIM CHCTEMaM, B
JACTHOCTH K pa3paboTKe M 3a/AeHiCTBOBAHHMIO CHCTEM BOOPYKEHHH C HCIOIB30BAHHUEM
texnonoruit M.

OO0s3aTebHBIM SBIAETCS COONIO/IEHIE OCHOBHBIX mpuHIUNOB MI'TI — pasnmune,
COpa3MepHOCTh, TYMaHHOCTh M BOCHHASI HEOOXOIMMOCTD, a TaK)Ke IPOBEICHHE IPABOBOTO
0030pa Tpu U3ydeHnH, pazpaboTke, MPHOOPETCHNN WIH NMPUHATHH HA BOOPYKEHHE HOBBIX
BUAOB opyxusi. He momyckaercss mpUMEHEHHE CHCTEM BOOPYKEHHH C HCIOJIB30BAHHEM
TEXHOJIOTHI HMCKYyCCTBEHHOTO HMHTeIUIeKTa 3ampermeHHsIMH MITI cocobamu (MeTomamm)
BeZIcHNs 0OeBHIX AeicTBUil. [Ipy 3TOM TpakaaHCKOE HaceleHHe M KOMOATaHTHI IOCTOSTHHO
OCTAIOTCH TI0JT 3aIIUTOW MEXKIYHAPOIHOTO MPaBa.

B Konnenmuu 3akperuisiercss He0OX0JMMOCTh COXPAaHEHHUsI KOHTPOJISI YeJIOBEKa HaJl
MAaIIMHON 11 00ecHeyYeHus BHINOIHEHUsS ACHCTBYIONIMX HOPM MEKTyHAapOIHOTO MpaBa.
Takoll KOHTPOJIb OCYIIECTBIISETCS 3a CUET:

¢ NOBBIIICHHUA HAAC)KHOCTH H 0TKa30yCTOI\/'I“II/IBOCTI/I;
¢ OrpaHUYCHUS TUIIOB ueneﬁ;

* OTPaHMYEHUS II0 MPOJODKHTEIHFHOCTH (DYHKIMOHHPOBAHHA, TeorpaduueccKoMy
OXBaTy ¥ MacIITady NPUMECHEHHUS;

¢ CBOCBPEMEHHOT'O BMEMIATECIbCTBA U NCAKTUBALINN,

* NPOBEACHUS UCIBITAHUN CUCTEM BOOPYKEHHMH ¢ MCIOJB30BaHueEM TexHosoruii U B
PEATNCTHYHBIX ONEPATHBHBIX yCIOBHSIX;

* JOMyCcKa K YIPaBICHUIO (KOHTPOIIO) IUI], YCIIENIHO OCBOWMBIINX IPOLETYPHI
OTBETCTBCHHOTO  TNPHUMEHEHHS CHCTEM BOOPYXEHHH C  HCIOJIH30BAHHUEM
TexHoaorun N,

¢ KOHTPOJIA Ipo1ecca NpoOn3BOACTBA OTACIBHBIX DJIEMEHTOB U U3JACIIHA B LIEJIOM;

¢ KOHTPOJIA paS6paKOBKI/I 1 YTUIN3alOuN OTACIBHBIX 3JIEMEHTOB U U3ICIINA B LIEJIOM.
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IloxTBepXAEeHO, UYTO OTBETCTBEHHOCTh 3a coONIOmeHHEe 00s3aTenbCcTB 1O
MEXIyHApOJAHOMY IIPaBYy, a Takke MPUMEHEHHWE CHCTEM BOOPYKCHHH C HCIOJIB30BAHUEM
texHosoruii MU noxuTcst Ha JOIDKHOCTHOE JIUIO0, KOTOPOE CTABHT 337a4dy TaKUM CHCTEMaM
BOOPYXXCHUH M OTJA€T IPUKa3 Ha UX MPHIMEHEHHE.

4. Cornacuno Konnenmuu, B3auMoeCTBHE C MHOCTPAHHBIMU TOCYIapCcTBaMu B cdepe
pa3pabOTKH M TPHUMEHEHHS CHUCTEM BOOPYXKEHHH C HWCHONb30BaHMEM TexHoyoruit MU
OCYIIECTBIISIETCSI B COOTBETCTBHHM C TpPEOOBAaHMAMH MEXAYHAPOJHOTO TIIpaBa U
HAIIMOHAJIFHOTO 3aKOHOMATENBCTBA, BKIIOYAs HOPMBI PEKHMOB 3KCIIOPTHOTO KOHTPOJIS,
COXPAaHHOCTH TOCYAAapCTBEHHOW TalfHBI M WHTEIUICKTYalIbHOW COOCTBEHHOCTH, W C
coOmroieHNeM O0O0OIOHOW BBITOABI OT PpEANH3alliil COOTBETCTBYIOMIMX COBMECTHBIX
MIPOTPaMM.

B nmoxymenTte moarBepkaeHO, uTO KOHBEHIMS O «HETYMaHHOM» OpPYXHA
MPEACTaBIseT COOOH ONTHMAaJbHYIO IDIOMAAKY MJIS PAaCCMOTPEHHS MpoOJIeMaTHKH
CMEPTOHOCHBIX aBTOHOMHBIX CHCTEM BOOPY)KEHHH € YUETOM €€ YHUKAIFHOTO XapaKTepa.

5. Konnennus mpeactaBiseT MOTEHIMAIBHBIE MPEUMYIIECTBA UCTIOIB30BAHHUS CHCTEM
BOOPYKECHHUH C UCTIONB30BaHNeM TexHoornii N. OqHOBpeMeHHO aHa OI[eHKa BO3MOYKHBIX
PHCKOB IIPUMEHEHHS TaKUX cHcTeM. K TakuM pHCKaM OTHOCSTCS:

* MONaJIaHUE CHUCTEM BOOPYXKEHUH C HCIIOJNb30BaHMEM TexHojorud WM B pyku
HETOCYJapCTBEHHBIX CyOBEKTOB, BKIIIOYAs TEPPOPUCTHIECCKHE (POPMHIPOBAHNS;

* TOTEpsI KOHTPOJI HaJ CHUCTEMOIl BCIEACTBHE TEXHUYECKOTO cOOSl MM €€ B3loMa U
NIepENPOrpaMMHUPOBAHHS 370YMBIIIIICHHUKAMHY;

* MPHUHATHE CUCTEMOW WM ONIEPaTOPOM OITHOOYHBIX PEIICHHUH.

B mensix MUHIMHA3AIIH BEIIICYKAa3aHHBIX PHCKOB B OTHOIIIEHIH CHCTEM BOOPYKEHHUN
¢ UCHOJb30BaHuEM TexHosoruii M1 npegycMaTpuBaroTcs Cleqy0mue MEphIL:

* 3¢ eKTHBHOE YIPaBICHNE )KU3HEHHBIM IUKIIOM;

* OpraHu3aIs Pa3HOCTOPOHHUX MCIIBITAHUN Ha BCEX dTAINAX JKU3HCHHOTO IIMKJIA, B TOM
YHcIie B yCIOBHAX, OJIM3KHUX K peaslbHOH 00CTaHOBKE;

+ obecrieueHHe HaISKHOCTH M OTKa30yCTOMYNBOCTH;

* OIpeneNeHne KPUTEPUEB TOTOBHOCTH;

+ obecrnieueHre MaKCUMaJIbHOH 3aIUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;
* IMOJTOTOBKA OIIEPATOPOB;

* MPUOPUTET B HCIIOJBb30BaHMM TexHonoruii MM B mpomecce cOopa u 00pabOTKH
uH(pOpMAIUH, HEOOXOIUMOMN TS TIONICPIKKH TIPUHSTHS PEIICHU B BOCHHOH cdepe;

* HETPEepPBIBHBIN KOHTPOJb 3a NEHCTBHAMH TaKHX CHCTEM CO CTOPOHBI OIepaTopa,
obecriedeHre BO3MOKHOCTH 3KCTPEHHOTO TIPEKPAIICHHS BEITIOTHEHUS O0SBOH 33129
10 €r0 KOMaH/IE;

* WUCKIIOYCHHE TIIOMAJaHMs HETOCYyJapCTBEHHBIM CyOBEKTaM, KOTOPBIE MOTYT
HCTOJB30BaTh UX B IPOTUBOIIPABHBIX IIETIAX.

OueHKa PHCKOB M MEpPhl MO HMX YMEHBIICHHIO IOJDKHBI OBITH YacThIO IIHKJIA
MPOEKTUPOBAHUS, Pa3pabOTKH, NCTIBITAHUS U PAa3BEPTHIBAHMS HOBBIX TEXHOJIOTUH B JIIOOBIX
OpYKEHUHBIX CUCTEMAX.

3akjouenue

OTBETCTBEHHOE NPUMEHEHUE BOOPYXKEHUH, B TOM 4HCIE C HCHIOJIb30BAHUEM
texHonoruii MU, sBnsercs ogHuM u3 npuoputetoB Boopyxennsix Cun Poccuiickoit
Denepanui.

KpaixiHe BaXXHO Ha BCCX OTalax MHUHUMHU3UPOBATH PUCKU HOPUIUHCHUA
HEOPEABUJACHHOTO ymep6a. Baxno Ppa3BUBATL CUCTEMY OKCIIOPTHOI'O KOHTPOJA C LCIbIO
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MPENOTBPAILICHUS TIOTIAJIAHUsI CUCTEM BOOPYXKEHHUH C MCTOJb30BaHuEM TexHosioruit U B
PYKH HETOCYAapCTBEHHBIX CYyOBEKTOB, KOTOPBIE MOTYT MX HCIOJIB30BaTh B 3JIOHAMEPECHHBIX
nemsax. Kax crexctBre, HEOOXOOMMO COXpaHEHHE KOHTPOJS 32 TAKIMH CHCTEMaMH Ha BCEX
JTanax uX KU3HCHHOTO ITUKJIA.

Oco0oe 3HaUYeHHE B 3TOM KOHTEKCTE MPHOOpeTaeT HalaKWBaHWE TOOPOBOJILHOTO
00OMEHa OIBITOM U MEePETOBBIMH JIOCTIKSHUSIME MEXK/Ty TOCYAapcTBaMu B JaHHOU cdepe.

OO0s3aTeIbHBIM YCIIOBHEM IIPH pa3paboTKe CHCTEM BOOPYKEHHH C HCIOIB30BAHNEM
texnonoruit UU sBnsgercs yaer tpedoBannit MI'TI.

Peanu3zys HacTosmIMe KOHIETITylIbHBIE B3TIISAIbI, Boopykernbie Cuibl Poccuiickoit
Deneparin OyIyT CTPEMUTHCS K HCIIOIB30BAHUIO TEXHOJIOTHI ICKYCCTBEHHOTO HHTEIIICKTA
B HWHTEpecax O0OOPOHOCTIOCOOHOCTH TOCYIapCTBa MPH CTPOTOM COOJIONEHHH HOPM
MEXTyHapOIHOTO MPaBa.
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[Unofficial English versién]

Concept of Activities of the Armed Forces of the Russian
Federation in the Development and Use of Weapons Systems
with Artificial Intelligence Technologies

Submitted by the Russian Federation

Introduction

The Minister of Defence of the Russian Federation approved the Concept of Activities
of the Armed Forces of the Russian Federation in the development and use of weapons
systems with artificial intelligence (Al) technologies on July 26, 2022.

That document aims to consolidate the principles of development and use of weapons
systems with Al technologies in the Armed Forces of the Russian Federation, ensure
compliance with the obligations under international law, including international
humanitarian law (IHL), and lay the foundation for interaction and cooperation with foreign
partners in the field of Al

The provisions of that document should be used at all stages of the life cycle of
weapons systems with Al technologies.

1. The document expands on the conceptual framework used by both developers and end
users of weapons systems with Al technologies.

2. The concept enshrines a system of views and basic principles related to weapons
systems with Al technologies:

Security — it should be inadmissible to use such systems for the purpose to
intentionally harm individuals and entities, to aware and mitigate risks of negative
consequences of the use of technologies; development or acquisition of weapons systems
with Al technologies should take into account physical security requirements, appropriate
non-physical safeguards (including cyber- security against hacking or data spoofing), risk of
proliferation, including acquisition by terrorist groups.

Transparency — the work of artificial intelligence and process of achieving results by
Al should be explainable; users of the products created with the help of artificial intelligence
should enjoy non-discriminatory access to the information about Al algorithms used in these
products.

Technological sovereignty — the necessary level of independence of the Russian
Federation in the field of artificial intelligence should be ensured, including through the
predominant use of domestic Al technologies and Al-based solutions.

Responsibility — human should be retained responsible for decisions to develop and
use weapons systems with artificial intelligence technologies throughout their life cycle, as
well as in accordance with applicable norms of international law, including by ensuring
operation of such systems within a responsible command and control chain.

Control — need to maintain human control over a weapon system with Al
technologies; specific forms and methods of such control should be left to the discretion of
the state; effective human control over system can be achieved beyond direct control.

3. Compliance with the provisions of international law, including IHL, as well as
responsibility for their implementation, receives special attention.

The Concept recognizes that international law, including the UN Charter and IHL,
continues to fully apply to all weapons systems, including the development and use of
weapons systems with Al technologies.
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Adherence to the basic principles of IHL: distinction, proportionality, humanitarian
considerations and military necessity should be mandatory, as well as legal review in the study,
development, acquisition or adoption of new weapon types. Weapons systems with artificial
intelligence technologies should be outlawed in IHL prohibited means or method of warfare.
At the same time, civilians and combatants at all time remain under the protection of the
international law.

The Concept enshrines the need to maintain human control over machine to uphold
compliance with the existing norms of international law. Such control should be exercised
by means of:

* increased reliability and fault tolerance;

+ limitations on types of targets;

* limitations on duration of operation, geographic scope and scale of use;

* timely intervention and deactivation;

* testing of weapons systems with Al technologies in real operation environment;

* admitting persons who have successfully mastered the procedures of responsible use of
weapons systems with Al technologies to management (control);

* control over the production process of separate elements and the product as a whole;
* control over presorting and disposal of separate elements and the product as a whole.

The document recognizes that responsibility for compliance with obligations under
international law, as well as the use of weapons systems with Al technologies should lie with
the official who assigns a task to such weapons systems and gives an order to use such
weapons systems.

4. According to the Concept, cooperation with foreign countries in the development and
use of weapons systems with Al technologies should be carried out in accordance with the
requirements of international law and national legislation, including the norms of export
control regimes, the protection of state secret and intellectual property, as well as with the
respect for mutual benefit from the implementation of relevant joint programmes.

The document recognizes that the Convention on Certain Conventional Weapons
offers an appropriate framework for dealing with the issue of emerging technologies in the
area of lethal autonomous weapons systems given Convention’s unique nature.

5. The Concept presents the potential benefits of weapons systems with Al technologies,
while providing an assessment of possible risks posed by the use of such systems. Such risks
include:

+ falling of weapons systems with Al technologies into the hands of non-state actors,
including terrorist entities;

* loss of control of the system due to a technical failure or hacking and reprogramming
by perpetrators;

» making erroneous decisions by system or operator.

To mitigate the above mentioned risks, the following measures are envisaged for
weapons systems with Al technologies:

« effective life cycle management;

» comprehensive tests at all life cycle stages, including in realistic environment;
* ensuring reliability and fault tolerance;

* specification of readiness criteria;

* ensuring maximum security against unauthorized access;

* operator training;
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* prioritizing the use of Al technologies in gathering and processing information
necessary to support military decision-making;

* continuous operator monitoring of the actions of such systems, ensuring emergency
termination of a combat mission by operator's command;

* preventing access by non-state actors who could use them for illegal purposes.

Risk assessment and mitigation measures should be part of the new technologies
design, development, testing and deployment cycle in any weapon system.

Conclusion

Responsible use of weapons, including those with Al technologies, is one of the
priorities of the Armed Forces of the Russian Federation.

It is essential to minimize the risks of unintended damage at all stages. It is important
to develop the export control system to prevent weapons systems with Al technologies from
falling into the hands of non-state actors who might use them for malicious purposes. As a
consequence, it is necessary to maintain control over such systems throughout their entire
life cycle.

The voluntary exchange of relevant best practices and cutting-edge technological
achievements between states is of particular importance in this context.

Respect for the requirements of IHL is a prerequisite for the development of weapons
systems with Al technologies.

By implementing these conceptual views, the Armed Forces of the Russian Federation
will seek to use artificial intelligence technologies in the interest of national defence capability,
in strict compliance with the norms of international law.
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